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Zakladné informacie

* dokument Metodika pre systematické zabezpecenie
organizacii verejnej spravy v oblasti informacnej bezpecnosti,
verzia 2, CSIRT.SK

* pracovne stanice

e OS Windows



Prinos prace

* implementacia — ulahcCenie zabezpecenia IT systémov pre ich
spravcov

* analyza poziadaviek z metodiky



Navrh riesenia implementacie

* manualne NIE

* skripty

* Command Prompt NIE

« PowerShell ANO



Struktura skriptov

* Master.ps1 — hlavny skript, spusta vsetky ostatné

* skripty pre jednotlivé opatrenia

* ndzov_opatrenia.psl alebo ndzov _opatrenia_Sos, kde Sos = verzia
OS



Master skript

* zistenie verzie OS z [System.Environment]::OSVersion.Version
* spustanie skriptov pre jednotlivé opatrenia:
& ".\opatrenie _1.ps1"

& "\opatrenie 2 Sos.ps1"
& ".\opatrenie 3.ps1"



Ostatné skripty

I

Smessage = "Do you want to ... ?'
Syes = New-ObjectSystem.Management.Automation.Host.ChoiceDescription "&Yes",

) )

Sno = New-Object System.Management.Automation.Host.ChoiceDescription"&No", *
Soptions = [System.Management.Automation.Host.ChoiceDescription[]](Syes, Sno)
Sresult = Shost.ui.PromptForChoice(Stitle, Smessage, Soptions, 1)
switch (Sresult) {

0{TO DO}

1{TO DO}

/



Sl MSEdge - Win10 [Running] - Oracle VM VirtualBox

EN Administrator: Windows PowerShell

PS C:\Users\IEUser\Downloads> .\Master.psl

Do you want to update and enable Windows Defender?

[Y] Yes [N] No [2?] Help (default is "N"): y

Do you want to enable installing updates automatically?
[Y] Yes [N] No [?] Help (default is "N"): y

Do you want to set some basic firewall settings?

[Y] Yes [N] No [2] Help (default is "N"): y

Name : 1{e8318e59-b3e0@-4308-a271-683ebBbc758F}
: DNS-TCP

: True

: Any

: {3

: Outbound

: Allow
EdgeTraversalPolicy : Block
LooseSourceMapping : False
LocalOnlyMapping : False

: 0K

: The rule was parsed successfully from the store. (65536)
EnforcementStatus : NotApplicable
PolicyStoreSource : PersistentStore
PolicyStoreSourceType : Local

Name : {98a8a249-647b-4ee4-91d9-5d8ee997dc4l}
: DNS-UDP

: True

: Any

2 1)

: Outbound

: Allow
EdgeTraversalPolicy : Block
LooseSourceMapping : False
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Implementacia opatreni



Windows Registry
* vacsina opatreni

* Set-ItemProperty Sdir -Name ... -Type ... -Value ...
* nastavenie hodnoty

* New-Item Sdir
* vytvorenie noveho kluca

e opatrenia - pravo instalacie softvéeru, UAC, zamykanie
obrazovky, AutoRun, automatickeé aktualizacie, ...



ApplLocker

* nastroj pre aplikacny whitelisting
* je sucastou vyssich edicii Windowsov

* vyuzitie specialnych cmdletov pre AppLocker
* Import-Module ApplLocker



ApplLocker

Si = Get-ApplLockerFileInformation -Directory ... -Recurse
-FileType ...

Sp = Si | New-ApplLockerPolicy -IgnoreMissingFileInformation
-Optimize -RuleType ... -User ... -RuleNamePrefix ...

Sp | Set-AppLockerPolicy [-Merge]



EMET

Enhanced Mitigation Experience Toolkit
ochrana proti znamym typom utokov
instalacia pomocou prikazu msiexec.exe

Start-Process C:\Windows\System32\msiexec.exe -Wait
-ArgumentList '/i "EMET Setup.msi" /passive /norestart’

pouzitie predkonfigurovanych nastaveni



Zaver

* implementacia 21 opatreni — 31 skriptov + Master

* moznosti pokracovania — rozSirenie a doplnenie niektorych
opatreni, napr.:
* konfiguracné skripty pre AppLocker, Firewall
* blokovanie spustania skriptov pre ostatné prehliadace



Dakujem za pozornost



Otazky z posudku

* testovanie
 na virtualkach pre vsetky cielové verzie Windows (7, 8.1,10)

* vplyv architektury x64/x86
* prieCinok Program Files (x86)
* Wow6432Node vo Windows Registry



