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Co je to fingerprinting?

- "Ziadne dve zariadenia nie suU totozné”

- metdda autentifikacie
fotoaparat
pisaci stroj
web browser

Dear wife,

I am writing to you today
on a lovely, and gray
Royal typewriter.
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Vyuzitie browser fingerprintingu

- metdda identifikacie

- viacfaktorova autentifikacia
- obrana pred utokmi

- personalizovany obsah

- reklama na mieru
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Predoslé vysledky (1)

- Panopticlick (2010)
- 470,161 vzoriek dat
- 10 rbznych udajov
- 18.1 bitov entropie (1 z 286,777)
- Flash, Java
- blokovanie napomaha identifikacii
-  AmlUnique
- 119,000 vzoriek dat
- 17 rbéznych udajov
- prvy krat canvas fingerprint
- Browserprint
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Predosle vysledky (2) - smartphony

- Panopticlick
- fingerprinty su uniformnejsie
- mensi vyber browserov
- menej prvkov na prisposobenie
- absencia Flashu na iPhoneoch
- AmlUnique
- vadsina udajov obsahuje na smartphoneoch menej entropie
- user-agent stringy su velmi réznorodé
- 81% (spomedzi ~13,000) fingerprintov zo smartphoneov bolo unikatnych
- vyuzitie senzorov na fingerprinting
- iba so suhlasom pouzivatela
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Nas ciel

- state-of-the-art skript na zber fingerprintov
- kombinacia existujucich (Panopticlick, AmlUnique, Browserprint, fingerprint2js, ...)
- doplnené o nase napady a vylepSenia
- presnejsie data, nove vysledky
- smartphony
- implementacia v redlnej aplikacii
- implementacia v realnych podmienkach
- bez povSimnutia pouZivatela
- ni¢, o vyZaduje suhlas pouzivatela
- nespomali aplikaciu
- Adobe v 2020 ukonci podporu pre Flash
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Zbierané data (1) - http://fp.virpo.sk
- dokopy 31 r6znych udajov

- Casoveé pasmo (-60)

- rozliSenie obrazovky (2048*1079)

- hibka farebného spektra (24)

- user agent (Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_3 ..))
- podpora dotykovych giest (0, false, false)

- local storage (true)

- session storage (true)
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/bierané data (2)

- format zapisu Casu
- "01/01/1970, 01:00:00" vs. “01/01/1970, 01:00:00 AM")

- Math.tanh(-1e300)
- -1.4214488238747245 vs -1.42144882387

- HTTP Accept Language
- "sk-SK,sk;q=0.9,cs;g=0.8,en-US;q=0.7,en;q=0.6"
- "en-US,en;g=0.5"
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/bierané data (3)

Zoznam fontov (JS + CSS)

- ~60 réznych fontov

- 3 zalozne (fallback) fonty

- generovanie textu (3*60)

- porovnanie fontu oproti fallback fontu
- opravena chyba vo fingerprint2js

Arial, 72px

_____________________________________________________________________________________________________________

Andale Mono, 72px
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/bierané data (4)
HTML5 Canvas fingerprint

- vyrenderujeme obrazok
- transparentnost
- emaoji
- vynutenie fallback fontu
- pangram

- vysledkom je zahashovana bitmapa

Windows

S : ge my Vow @ @

MacOS

ge my vow ‘s &)
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/bierané data (5)

HTML5 Canvas - Preco to funguje?

- fonty nie su konzistentné

- emoji implementuje kazdy systém po svojom

- antialiasing
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Windows:

How quickly daft jumping zebras vex. (Also, pu|1

How quickly daft jumping zebras vex. (Also, pun1

How quickly daft jumping zebras vex. (Also, pud

How quickly daft jumping zebras vex. (Also, pui

How quickly daft jumping zebras vex. (Also, py

0S X:

How quickly daft jumping zebras vex. (Also, py

How quickly daft jumping zebras vex. (Also, py

How quickly daft jumping zebras vex. (Also, pu

How quickly daft jumping zebras vex. (Also, py

Linux:

How quickly daft jumping zebras vex. (Also, pL|

How quickly daft jumping zebras vex. (Also, pur

How quickly daft jumping zebras vex. (Also, p

Arial 20px na 12 sp&sobov
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Dynamics

Z b | e ra n é d é ta ( 6) Oscillator Compressor  Destination

Sine Wave

AudioContext

MD5( 33234, 34568, ..] ) —ad60be2es...

- sucast Web Audio API
- generovanie zvukov, efektov, ... na webe
- AudioBuffer - zvuk ulozeny v cislach

dB
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/mena v case

Changed fingerprints
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Ako velmi su fingerprinty nachylné na zmeny?
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(Ne)zbierané data

Battery API
- stav batérie
- zostavajlca dizka nabijania
-z prehliadacov zmizne
skok pri scrollovani
pohyb mysou
posun Casu voci serveru
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Alternativa - supercookie, evercookie

Zamerne tazko zmazatelné data

- HTTP Cookies

- Local shared object (Flash Cookie)
- Silverlight Isolated Storage

- Web history

- Local storage

- Session storage

- potreba zmazat vSetky naraz
- inkognito ich schova
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Nase vysledky (1)
- data z 3 zdrojov

- 355 fingerprintov - fp.virpo.sk
- 1,186 fingerprintov - maly web

- 566,704 fingerprintov na vyslednu analyzu (65% z toho smartphony)

- 323,746 separatnych pouzivatelov
- 177,677 (54.88%) z nich malo unikatny fingerprint
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Nase vysledky (2)

iPhone (195,490)

Android (172,809) o Other (6,432)

iPad (9,223)

MacOSs (47,819)

Win (134,930)
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Nase vysledky (3)

16.685 bitov entropie
12105,362

- Panopticlick: 18.1
12286,777

- normalizovana entropia:
0.87 (my) vs 0.96 (Panopticlick)

- entropia v datach z realneho prostredia je nizSia, nez doteraz namerané
hodnoty
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Nase vysledky (4)

- 100 ~

90 A

80 A

70 A

60 -

%

50 A

401 size of the
anonymity sets

301 mm 1
mEm 2-5
201 mm 620
0] =3 21100
Em >100
0_

Desktop Windows MacOS Mobile Android iPhone
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Entropia pre rOzne zariadenia

Desktop Windows MacOS Linux Mobile Android iPhone
All features 0.7818  0.7732 0.7627  0.7408 0.7589 0.7662  0.7225
JS features 0.7817  0.7731 0.7627  0.7409 0.7578 0.7638  0.7224
Headers 0.5131  0.4715 0.5151 0.5954 0.5898 0.7279  0.4274
AdBlock 0.0527  0.0467 0.0294 0.0217 0.0461 0.0545  0.0548
Audio FP 0.1144 0.0808 0.0398 0.0271 0.1480 0.0879 0.0890

- silné na identifikaciu smartphoneov:
systémoveé jazyky, user-agent string, canvas, format casu
- slabé:
fonty, pluginy, math tanh
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Minimalny fingerprint

- najlepsSi subset s obmedzenim poctu udajov
- 12 odstranenych = strata 0.003 bitov entropie

Subset size Features Entropy
5 Date format, User-agent, Available size 14.2218
4 All of the above + Canvas FP 15.2366
5 All of the above + WebGL renderer | ETh i
i All of the above + DNT + HTTP language 16.3192
9 All of the above + Audio FP + Installed fonts 16.5168
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Days between first visit and first change

- Windows, MacQOS

- parametre displeja (screen size, available size, pixel ratio)
- update browsera meni user-agent string

*r 20000

Desktop
Windows
MacOS
Linux
Mobile
Android
iPhone
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Prevencia

blokovanie je kontraproduktivne
Casté hodnoty - regularny fingerprint
“randomizacia” hodnét

- Canvas

- audio
silu maju vyvojari

- Firefox

- Apple (WWDC 4. jun 2018)

GDPR

- IP adresa a im podobné = osobny udaj
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Zhrnutie

566,704 fingerprintov s 31 réznymi udajmi
- doteraz najvacsi skumany dataset
-z prostredia readlnych webovych aplikacii

- 16.685 bitov entropie
- menej, nez v predoslych vyskumoch
- 368,299 fingerprintov zo smartphoneov
- prva velka analyza fingerprintov na smartphoneoch

- iba tretina iPhone zariadeni ma unikatny fingerprint

- prva analyza, ktora zahfna audio fingerprint

- format datumu, rozliSenie (availSize) a user agent su najsilnejSie
- sukromie maju v rukach vyvojari
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Dakujem za pozornost

https://panopticlick.eff.org/static/browser-uniqueness.pdf
https://hal.inria.fr/hal-01285470/file/beauty-sp16.pdf (AmIUnique)

https://github.com/Valve/fingerprintjs2/
https://audiofingerprint.openwpm.com/ %

Z7a\

)

\


https://panopticlick.eff.org/static/browser-uniqueness.pdf
https://hal.inria.fr/hal-01285470/file/beauty-sp16.pdf

Primarny zdroj pre data - Slido

B Top questions (10)

QUESTIONS

Q Filp

What are some useful skills | can learn in less than 5 minutes?

. Rachel Pogular ¢
How does Elon Musk run his famously efficient meetings? ®™ -

What are some usend shita | can leam in lees than
5 minaes?

Nachel
e 0 " P

What is the most telling thing about someone's personality? How 008 Elon Kush e e fareassly effciont

Join at

slido.com
#eventcode

Irawtings?

o= .

What i the most telling thing abeut someare’s
pernonsity?

Lastest question

A& Anonymous

Anonymeous -

What do you think will be the TOP3 trends in your industry in the neares &

year? Whiat 6o you thisk wil be the TOPS trends n your
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LinuXx

- menejnez 1% dat
- automatizované testy
- mala signifikantnost

Android (172,809)

Win (134,930)

o

1.6%

iPhone (195,490)

Other (6,432)
iPad (9,223)

MacOs (47,819)

100 -

90 A

80
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60

%

50 A

40 4
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20 A

Size of the
anonymity sets

1
= 2-5
Ell 6-20
/3 21-100
= >100

DesktopWindows MacOS Linux

Mobile Android iPhone

iPad

27/30




Entropia pre rOzne zariadenia

- normalizovana entropia

Desktop Windows MacOS Linux Mobile Android iPhone
All features 0.7818  0.7732 0.7627  0.7408 0.7589 0.7662  0.7225
JS features 0.7817  0.7731 0.7627  0.7409 0.7578 0.7638  0.7224
Headers 0.5131 0.4715 0.5151 0.5954 0.5898 0.7279  0.4274
AdBlock 0.0527  0.0467 0.0294 0.0217 0.0461 0.0545 0.0548
Audio FP 0.1144  0.0808 0.0398  0.0271 0.1480 0.0879 0.0890
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Velkost okna na desktope

dvojsecna zbran
- Vv TOP 3 pre entropiu
- v TOP 3 pre nestabilné parametre

menit sa da vela parametrov, analyzovali sme vsetky
implementaciu treba Sit na mieru

Facebook a spol. vyuzivaju canvas
- pristupna miera nestability
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Minimalny fingerprint a cas

MacBook Pro 2016, OnePlus 3, Nexus 6 (Motorola)

Time [ms]

Features

Date format, User-agent, Available size
+ Canvas FP

+ WebGL renderer

+ DNT + HTTP language

+ Audio FP + Installed fonts

All

Entropy
14.222
15.237
15.727
16.319
16.517
16.685

MBP OP3 Nexus 6
1 10 9

24 89 124

35 101 164

35 108 167

62 154 310

74 175 334
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