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* kontrola korektného pouzivania v ¢ase kompilacie

* Oslabenie (W), Vymena (E), Kontrakcia (C)

* popisané v jazyku Rust
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Prilezitostné slovo

* poziadavka jednorazového pouzitia
* typickd forma je retazec alebo cislo fixnej velkosti
* zvyCajne Casova peciatka alebo dostatocny pocet nahodnych bitov

* rOzne dalSie poziadavky podla pouzitia
* nepredikovatelnost, pseudondhodnost
* ochrana proti replay utokom; deduplikacia sprav
* inicializacné vektory Sifier

sukromny klu¢ Lamportovej jednorazovej schémy

proof-of-work systémy



Dal$ie priklady pouZitia substrukt.

* Practical Linearity in a higher-order polymorphic language — POPL 2018

* popisuju spravu systémovych zdrojov

* otvorené subory — urcite uzatvorit a uz nepoufzit.
* dynamicky alokovand pamat — urcite uvolnit a uz nemenit
* zadkladnd idea je obmedzenie pouzitia ,handle” na spravovany objekt
* vztah s kvantovym pocitanim
* veta o zakaze klonovania je neplatnost pravidla o kontrakcii
* veta o nemoznosti zmazania vseobecného stavu je neplatnost pravidla o oslabeni
* je to teda linedrny typovy systém (ak hardvér umozniuje vymenu)



* Making non-manifold models unrepresentable — Samuel Gélineau 2015
* napad nie je Uplne formalne prezentovany
* automaticka kontrola korektnosti 3D objektov
* chybajuce steny
* zalozené na kontrole poctu pouziti hrany
* prave 2, pre 2 steny, ktoré spaja
* autor priznava, Zze neodhali vSetky typy problémov




Nase pribuzné pravidla

* pre potencialnu simulaciu systémov
* oslabenie, kontrakcia
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Spravanie substrukturalnych systémov

* zoradené

* zasobnik s premennymi, pouzitie odstrani a odobratie pouzije
* linearne (vymena)

* [ubovolné prelinanie pouzitia, vSeobecne kazda premenna prave raz
* afinne (vymena, oslabenie)

* podobné, ale nenuti pouzit, o moze byt postacujlce

* pri praci so zdrojom nevyzaduje explicitné ukoncenie, ale brani pouzitiu po ukonceni
* relevantné (vymena, kontrakcia)
 pravidlo umoznuje 2 pouzitia, priamy dosledok je lubovolne vela opakovanych pouziti



Linearne typy v Rust-e

* koncept vlastnictva, prave jedna premenna vlastni objekt/hodnotu

* umoziuje obmedzit pouzivanie objektu tym, zZe preberie a nevrati vlastnictvo

mod nonce {
// A public struct with a private random value of type ulZ28
pub struct Nonce {
val: ul2sg,

}

impl Nonce {
// A public constructor method
pub fn new() -> Nonce {
use rand::prelude::*;
Nonce { wval: random() }

}
// A public getter method

pub fn get(&self) -> ul2sd {
self.val

}
}



fn need_new_random_ul28_every_time(nonce: nonce::Nonce) {

let _tmp = nonce.get();
println!("Nonce param value: {}", nonce.get());
println!("Nonce param value: {}", *nonce);

fn main() {
// Structs with private fields can be created only using public constructors

let mut nonce = nonce::Nonce::new():
need_new_random_ul28_every_time(nonce);

nonce = nonce::Nonce::new();
need_new_random_ul28_every_time(nonce);

need_new_random_ul28_every_time(nonce: :Nonce: :new());



* priamy dosledok konceptu vlastnictva je neplatnost pravidla o kontrakcii
* ak pouzitie premennych odovzdava vlastnictvo, potrebuje 2 s rovnakou hodnotou

* pravidlo oslabenia plati, pokus o zakazanie nepouzitych premennych nestaci
* nekontroluje vsetky vetvy, neziskame teda vynutenie pouzitia

* podobne pravidlo vymeny plati
* systém je teda afinny




Linearne typy v Haskell-i

* definuje Specialny typ: linearna funkcia

* funkcia je linearna: ak vysledok sa skonzumuje prave 1 krat, tak argument sa
skonzumuje prave 1 krat

* linearne:

* fun x =x

* fun (x,y) = (y, x)

* fun x = linearna (dalsia_linearna x)
* nelinearne:

e funx=0

* fun x = (x, x)

* fun x = nelinearna (linearna x)



Practical Linearity in a higher-order
polymorphic language — POPL 2018

* v Case, ked linearne typy este neboli v hlavnej verzii GHC

* spomina dovod ich zavedenia, hlavné myslienky implementacie

* uvadza priklad rozhrania mutovatelnych poli pomocou linearnych typov
* Specialny typ ,Unrestricted” umoznuje obidenie linearnej kontroly

* operacie pre vytvorenie, zapis, Citanie a konverzia na imutabilné + iteracia

* demonstracny priklad: zoznam dvojic (index, hodnota) na pole s tymi
hodnotami na prislusnych indexoch (predpokladame validne)



newMArray 0 Int — ST s (MArray s a)

read 0 MArray s a ~ Int ~ ST s a

write 0 MArray s a > (Int, a) —~ ST s ()
unsafeFreeze :: MArray s a —— ST s (Array a)

forM 0 (Monad m) => |a|] > (a >m ()) > m ()
runST : (forall a. ST s a) =~ a

array:: Int —~ |[(Int, a)| ~ Array a

ma < newMArray size
forM pairs (write ma)

return $ unsafeFreeze ma



newMArray :: Int > (MArray a %1 > Ur b) %1 > b
read : MArray a %1 > Int ~ (MArray a, Ur a)
write . MArray a %1 > (Imt, a) — MArray a

>~ Ur (Array a)

a) — a %l > |b|] %1 > a

AT

freeze 0 MArray a %l
foldl o (a %1 > b %1

"‘-_.-’.

array :: Int —~ |[(Int, a)| —~ Array a

freeze (foldl write ma pairs)



System.|O.Resource.Linear

* RIO —,,Resource |/0“ monada, riesi spravu otvorenych suborov

linearWriteToFile :: I0 ()

linearWriteToFile — Linear.run $ Control.do
handlel < Linear.openFile " /home/user/test.txt" Linear.
WriteMode
handle2 < Linear . hPutStrLn handlel (Text.pack "hello_
there'")
() = Linear.hClose handle2

Control.return (Ur ())



Linearny Haskell v praxi

» Standardna kniznica nie je linearne otypovana
* fun x =x+ 2 —nie linearna lebo + nie je linearne

(

 podobne ,S“ ,.“ nezachovava linearitu
* treba poutzit kniznicu linear-base, ktora je linearne otypovana

* fun x = x Data.Num.Linear.+ 2 -- dd sa schovat vhodnym importovanim




inear-base/examples/Pure.hs

* obsahuje jednoduché priklady linearnych a nelinearnych funkcii

° (#.) 2 (b%1l->c)->(a%l->b)->(a%l->c)
cgH.f=\a->g(fa)

* linearSwap (x, y) = (y, x)




Jednoduchy linearny Nonce — Haskell

newlntNonce’ :: Prelude.lIO IntNonce
newlntNonce’ = do

gen < getStdGen

let (val::Int, gen’) = uniform gen

setStdGen gen’

return (Nonce val)



newlntNonce :: System.IO. Linear.IO IntNonce

newIntNonce — System.IO. Linear . fromSystemIO newIntNonce’
putIntNonce”’ IntNonce ~ Prelude.IO ()

putIntNonce” (Nonce val) = do
putStrLn $ show val



needs new random every time :: IntNonce %1 — System.IO.Linear

10 ()

T2

fromSystemIO (putIntNonce nonce )

unwrapIntNonce ™ :: IntNonce = Ur Int

unwrapIntNonce (Nonce val) = Ur val

unwrapIntNonce :: IntNonce %1 —— Ur Int



printNewNonce :: System.IO.Linear. 10 (Ur ())

printNewNonce — Control.do
nonce <  newlntNonce vylvor
() = needs new random every time nonce prinl
() < needs new random every lime nonce prinlt again

Control.return (Ur ())
main :: Prelude.IO ()



Unsafe.Linear.coerce

*a%l->b
* pouzita v dokumentacii pre linear kniznicu
* pouzita vimplementacii RIO monady

>>> import qualified Unsafe.Linear as Unsafe

>>> import qualified Data.Time as Time

>>> let getCurrentTime = fromSystemIO (Unsafe.coerce Time.getCurrentTime)
>>> S.print $§ S.replicateM 2 getCurrentTime

2015-08-18 00:57:36.124508 UTC

2015-08-18 00:57:36.124785 UTC



* vymena premennych medzi argumentami funkcii je povolena, pravidlo plati

* linearne aj vseobecné standardne
* pre kombinovanu je korektny vSeobecny swap (da sa uvahou)

* oslabenie aj kontrakcia su v jasnom rozpore s podmienkou linearity
* pomocou coerce sa da definovat operacie pre alternativne verzie pravidiel

swapLinearl :: (a %1 > b > ¢) %1 > (b > a %l > c¢)
swaplLinearl f — b a ~ f a b
swapLinear2 :: (a > b %l > ¢) %1 ——~ (b %l —~ a > ¢)
swaplLinear2 f — \b a ~ f a b



Linearne typy v C++

» Linear types can save the APl — Ivan Cuki¢
* zalozené na ,move semantics” (C++11)

* nesmie sa dat kopirovat, smie sa len presuvat, teda podobne ako vlastnictvo
pre Rust

* object, z ktorého bolo presunuté
* je vo validnom (da sa dealokovat)

* ale nespecifikovanom stave (nemad sa pouzivat)

* kontrola pocas kompilacie vyzaduje zapnutie use-after-move
* clang, clang-tidy

* d4 sa definovat koncept pre linedrny typ (C++20)



Koncept pre linearny (afinny) typ

template ~typename T, typename U-

constexpr bool linear usable as —
std::1s nothrow constructible v<T, U- and
std::is nothrow assignable v<T&, U- and

std::1s nothrow convertible v-U, T>;

template ~typename T, typename U-
constexpr bool linear unusable as —
not std::is constructible v<T, U- and
not std::is assignable v<T&, U- and

not std::1s convertible v<U, T>;



template -typename 1-

std::1s nothrow destructible v<1> and

linear usable as<T, 1> and

linear usable as<T, T&& > and
linear unusable as<T, T&> and

and

\/

linear unusable as<T, const T&

linear unusable as<1, const 1T



Jednoduchy linearny Nonce — C++

* pre zmenu demonstrujeme pristup so vzorom factory

random device rd;

mt19937 rng(rd());

IntNonce new IntNonce (){
int32 t val = rng();
IntNonce in(val);

return 1in;

;



class IntNonce {
private:
int32 t val;
public:
IntNonce (int32 t value): val(value){}:

[ntNonce (const IntNonce& in) = delete;
IntNonce (IntNonce&& in) — default ;
IntNonce& operator—(const IntNonce&) = delete:

[ntNonce& operator—(IntNonce&&) — default
“IntNonce () {};

int32 t getValue() && noexcept {

return val;

&



void needs new random every time(IntNonce&& nonce){

int32 t val = std::move(nonce).getValue():
cout<<"Nonce: _"<<val<<endl;:

cout<<"That_is_"<<val-<endl;:

int main () {
needs new random every time(std::move(b)); // print

// needs new random every lime(std::move(b));

// needs new random every time(b);



* pravidlo kontrakcie neplati, ak je aktivna kontrola pouzitia po presunuti
* inak m6Ze mat program nedefinované sprdvanie

* pravidlo vymeny standardne plati

* pravidlo oslabenia plati, pokus o zakazanie nepouzitych premennych nestaci
* nekontroluje vsetky vetvy, neziskame teda vynutenie pouzitia

* systém je teda afinny




Testovanie dopadu na vykon

kompilacia aj beh

vo vSetkych pripadoch s dostato¢nou optimalizaciou odstrani nadbytocny obal

* za behu sme preto nemerali

cas kompilacie je relevantny pre vyvoj

* vacsina vysledkov slusna

meranie skalované poCtom pouziti rozhrania

- 1, 3,6, 10, 30, 60, 100, 300, 600, 1000, 3000, 6000, 10 000, 20 000, 40 000, 60 000, 80 000 a 100 000

* merané s opakovanim do zlyhania, samostatne linedrny a jednoduchy kdd, ¢as (a pamat)
pomocou GNU time

G++, Clang, MSVC; Rustc
osi Casovych grafov logaritmické



Od optimalizacie Urovne 2

* napriklad MSVC

1356 main PROC » COMDAT

1357 FLN34:

1358 mov QWORD PTR [rsp+8], rbx

1359 mov QWORD PTR [rsp+16], rsi

1368 push rdi

1361 sub rsp, 48 ; Bbeasse3ioH

1362 lea rcx, OFFSET FLAT:std::mersenne_twister engine<unsigned int,32,624,397,31,2567483615,11,42¢
1363 call unsigned int std::mersenne_ twister<unsigned int,32,624,397,31,2567483615,11,7,2636928648, ]
1364 mov ebx, eax

1365 lea rdx, OFFSET FLAT: string'

1366 lea rcx, OFFSET FLAT:std::basic_ostream<char,std::char_traits<char> » std::cout ; std::cout
1367 call std: :basic_ostream<char,std: :char_traits<char>» > & std::operator<<<std::char_traits<char>
1368 mov rcx, rax

1369 mov edx, ebx

1378 call std: :basic_ostream<char,std: :char_traits<char» > & std::basic _ostream<char,std: :char_trait
1371 mov rdi, rax

1372 mov rcx, QWORD PTR [rax]




b2 main: # [@main

63 push rax
64 lea rdi, [rip + rng]
65 call std: :mersenne_twister engine<unsigned long,
13 mov dword ptr [rsp + 4], eax
67 lea rdi, [rsp + 4]
. Clan 68 call needs fresh{IntNonce&&)
8 B9 xor eax, eax
/8 pop rcx
/1 ret
19 needs fresh{IntNonce&&) : # [@needs fresh({IntNonce&d)
28 push ri4
21 push rbx
22 push rax
23 mov ebx, dword ptr [rdi]
24 mov rl4, gword ptr [rip + std::cout@GOTPCREL]
25 lea rs<i, [rip + .L.str]
26 mow edx, 7
27 mov rdi, ri4
28 call std::basic_ostream<char, std::char_traits<char> >& std:: ostream_insert
29 mow rdi, ri4
38 mow esi, ebx
31 call std::basic_ostream<char, std::char_traits<char> >::operator<<(int)@PLT
32 mov rcx, gword ptr [rax]



extern crate rand;

pub struct Nonce {
val: wl2s,

impl Nonce {

(Lo v« T O VRN R - W (i
ot

° rustc pub fn new() -> Nonce {
use rand::prelude::*;
78 example: :Nonce: :new: :hd1dd94632e+96955: 16 Nonce {
3 push s 11 | wval: random()
80 push rid 12 1
81 push ri3 13 1
82 push riz 14
83 push rbx 15 pub fn get(&self) -»> ul2g {
84 call gword ptr [rip + rand::rngs::thread::thread_rng 44 ]
178 .LEE1_32: 17 1
179 or ri%, ril2 18 1
136 mov rax, rild 190
181 mov rdx, ril5 28 fn needs fresh(nonce: Nonce) {
182 pop rbx 21 let tmp = nonce.get();
183 pop ri2 22 println!{"Nonce: {1}", tmp);
184 pop ri3 23 )
185 pop rlg 24
186 pop ris 25 pub tn main() {
187 ret 26 needs fresh(Nonce: :new());
27}
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Dakujem za pozornost




2. Iny kod v teste

* napr. strana 32 (z textu posudku)
* kapitola 6

Dopad linearnych typov na vykon
* Appendix A:

Subory base_cislo.cpp resp. base_cislo.rs

obsahuju jednoduchy kdd a lin_cislo.cpp
resp. lin_cislo.rs linearny.

[La o« B B N B A

[Ty N R T R Y R UY A WU FUIRN RN S N R N R N R N T A R N R
B0 =~ O WA s LR @ WD 00 = o W W R @000 = o AR W R

#include <iostream>
#include <type_traits>
#include <memory:
#include <random:

using namespace std;

class ImtNonce {

private:
int32_t wval;

public:
IntNonce(int32_t walue): val(value){};
IntNonce(const IntMonce& in) = delete;
IntNonce(InthNonced&& in) = default;
IntNonce& operator=(const IntNonce&) = delete;
IntNonce& operator=(IntNonce&&) = default;
~IntNonce(){};
int32 t getValue() && noexcept {

return val;

¥

+s

random_device rd;

mt19937 rng(rd());

IntNonce new_Inthonce(){
int32_t val = rng();
IntNonce in{wval);
return in:

¥

void needs_freshi{IntNonce&& nonce)
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<wval<<endl:

h

int main(){
needs_fresh({new_IntNonce());

h



8 «class IntNonce {

9 private:

18 int32_t val;

11 public:

12 IntNonce(int32_t value): val(value){};

1 #include <iostream> :
2  #include <type traits> 13 IntNonce(const IntNovce& in) = delete;
3 #include <memory> 14 IntNonce(IntNonce&& in) = default;
4 #include <random> 15 IntNonce& operator=(const IntNonce&) = delete;
5 16 IntNonce& operator=(IntNonce&&) = default;
6 using namespace std; 17 TIntNonce(){};
7 18 int32_t getValue() && noexcept {
8 random_device rd; 19 return val;
9 mt19937 rng(rd()); 20}
18 int32_t new_nonce(){ 21k )
11 int32_t val = rng(); 22  random_device rd;
12 peturn val; 23 mt19937 rng(rd());
13} 24  IntNonce new_IntNonce(){
14 void needs_fresh_58eb55fe(int32_t nonce){ 25 DR V?l = rng();
15 cout<<"Nonce: "<<(nonce+1477137918)<<endl; 26 IntNonce in(val);
27 return in;
16 }
17 int main(){ 28 1} )
18 needs_fresh 588b55fe(new_nonce()); 29 ?01d needs_fresh_588b55fe(IntNonce&& nonce){
19 } 38  int32_t val = std::move(nonce).getValue();
31 cout<<"Nonce: "<<(val+1l477137918)<<endl;
32 1}

33 int main(){
34 needs_fresh_58eb55fe(new_IntNonce());
35 }
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32
33
34
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36
37
T

class IntMonce {

private:
int32 t wval;

public:
IntNonce(int32 t wvalue): wval({value){};
IntNonce(const IntNonce& in) = delete;
IntNonce(IntNonce&& in) = default;
IntNonce& operator=_(const IntNonce&) = delete;
IntNonce& operator=(IntNoncef&) = default;
~IntNonce(){};
int32 t getValue() && noexcept |

return val;

}
i

random_device rd;

mt19937 rng(rd());

IntNonce new IntNonce(){
int32 t val = rng();
IntNonce in(val);
return in;

¥

void needs fresh(IntNonce&& nonce){
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<wval<<endl;

h

int main(}{
needs fresh(new IntNonce());

h

1@
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14
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35

class IntNonce {

private:

int32_t val;

public:

IntNonce(int32_t value): val(value){};
IntNonce(const IntNonce& in) = delete;
IntNonce(IntNonce&& in) = default;
IntNonce& operator=(const IntNonce&) = delete;
IntNonce& operator=(IntNonce&&) = default;
~IntNonce(){};

int32_t getValue() && noexcept {

return val;

¥

¥

random_device rd;

mt19937 rng(rd());

IntNonce new_IntNonce(){

int32_t val = rng();

IntNonce in(val);

return in;

¥

void needs_fresh_58@b55fe(IntNonce&& nonce){
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<(val+1l477137918)<<endl;

¥

int main(){
needs_fresh_58@b55fe(new_IntNonce());

}




p-4 ° / \/ o °
1. Co Ine pouzitie
* test predpoklada jednoduché korektné pouzitie
* potrebujem nonce -> vyrobim -> pouzijem
* porovnanie priameho int bez kontroly vs. substrukturalny pristup
* bolo by zaujimavé preskimat komplikované pripady
* prehladavanie cez gramatiky

* zaujima nas spomalenie pre korektné pripady, skor rychlost odhalenia pre nekorektné

* nejak vhodne definovat gramatiku (syntax) aby urcite bola alebo nebola splnena podmienka
prilezitostného slova (sémantika) a pri tom dost velkd mnoZina zaujimavych pripadov



29 void needs_fresh_3e666ed7(IntNonce&& nonce){
38 int32_t val = std::move(nonce).getValue();
31 cout<<"Nonce: "<<(val+812019415)<<endl;
32}

33  void needs_fresh_37c8fe59(IntNonce&& nonce){
34 int32_t val = std::move(nonce).getValue();
35 cout<<"Nonce: "<<(val+935919193)<<endl;

36 }

37 void needs_fresh_5b7fde8c(IntNonce&& nonce){
38 1int32_t val = std::move(nonce).getValue();
39 cout<<"Nonce: "<<(val+1535186700)<<endl;

40 }

41 int main(){

42 needs_fresh_30666ed7(new_IntNonce());

43 needs_fresh_37c8fe59(new_IntNonce());

44 needs_fresh_5b7fde8c(new_IntNonce());

45 '}



29
3@
31
32
33
34
35
36
37
38
39
40
41
42
43

45

void needs_fresh_30666ed7(IntNonce&& nonce){
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<(val+812019415)<<endl;

¥

void needs_fresh_37c8fe59(IntNonce&& nonce){
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<(val+935919193)<<endl;

¥

void needs_fresh_5b7fde8c(IntNonce&& nonce){
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<(val+1535186768)<<endl;

¥

int main(){
needs_fresh_38666ed7(new_IntNonce());
needs_fresh_37c8fe59(new_IntNonce());
needs_fresh_5b7fde8c(new_IntNonce());

}

29
3@
31
32
33
34
35
36
37
38
39
40
41
42
43

45

void needs_fresh_30666ed7(IntNonce&& nonce){
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<(val+812019415)<<endl;

¥

void needs_fresh_37c8fe59(IntNonce&& nonce){
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<(val+935919193)<<endl;

¥

void needs_fresh_5b7fde8c(IntNonce&& nonce){
int32_t val = std::move(nonce).getValue();
cout<<"Nonce: "<<(val+l535186768)<<endl;

¥

int main(){
needs_fresh_5b7fde8c(new_IntNonce());
needs_fresh_37c8fe59(new_IntNonce());
needs_fresh_30666ed7 (new_IntNonce());

}



3. Meranie pre Haskell

* z dokumentacie k linearnym typom v jazyku Haskell (aj v latest z 10. maja)

 Status: Experimental

* This extension is currently considered experimental, expect bugs, warts, and bad error messages; everything
down to the syntax is subject to change.

* ina dizajnova filozofia

* C++, Rust systémoveé jazyky

* Haskell vyskumny, zndme motto ,avoid S success at all costs”
* Godbolt nepodporuje kniznice pre Haskell

e https://github.com/compiler-explorer/compiler-explorer/issues/3681 linear-base

* Hi, thanks for the request. As you might have noticed, we currently dont support libraries for Haskell, at all.


https://github.com/compiler-explorer/compiler-explorer/issues/3681
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