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Motivacia a ciele

» Bezpecnostné hrozby v desktopovom prostredi
> Nedodveryhodné/skodlivé aplikacie
» Potencialne skodlivy obsah
» Zranitelné legitimne aplikacie



Motivacia a ciele

» Bezpecnostné hrozby v desktopovom prostredi
> Nedodveryhodné/skodlivé aplikacie
» Potencialne skodlivy obsah
» Zranitelné legitimne aplikacie
> Bezpecnostné ciele
» Ochrana integrity a dévernosti pouzivatelskych dat
» Ochrana pouzivatelského stkromia
» Ochrana pred poskodenim a zneuzitim systému
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SELinux

» (Dodatoény) bezpecnostny mechanizmus zalozeny na
povinnom riadeni pristupu

> Globalna systémova politika

» Kontroluje pristup k objektom stborového systému, IPC,
sietovej komunikacie, zariadeniam...



Mechanizmy SELinux

» Domain and Type Enforcement (DTE)
» Role-Based Access Control (RBAC)

In the basic policy, the SELinux
SELinux User user unconfined u is
unconfined_u associated to all GNU / Linuxusers
. by defaut.
%
Role Role
unconfined_r message_filter r
TE Domain TEDomain TE Domain TEDomain
unconfined t ext_gateway_t int_gateway_t move_file t
This dotmain mc]Lildesblmst These donmins are entered fromthe unconfined_t domain by
processes stante ,m oot performing domain transitions using SELinux facilities. This can be done
tine and logins. . s
because unconfined uis associated to roles unconfined rand
message filter r within the policy.
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» Domain and Type Enforcement (DTE)
» Role-Based Access Control (RBAC)

In the basic policy, the SELinux
SELinux User user unconfined u is
unconfined_u associated to all GNU / Linuxusers
. by defaut.
%
Role Role
unconfined_r message_filter r
TE Domain TEDomain TE Domain TEDomain
unconfined t ext_gateway_t int_gateway_t move_file t
This dotmain mc]Lildesblmst These donmins are entered fromthe unconfined_t domain by
processes stante ,m oot performing domain transitions using SELinux facilities. This can be done
tine and logins. . s
because unconfined uis associated to roles unconfined rand
message filter r within the policy.

» MLS/MCS, podmienky, dalsie obmedzenia...
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Podpora a problémy SELinuxu

» Rézna Groven podpory v Linuxovych distribaciach
» Podpora zvacsa zamerana na serverové prostredia
» Neohranicenad doména pre pouzivatelské aplikacie

» Komplikovany na pouZivanie a adrzbu
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Ciele prace

v

Rozsirenie referencnej politiky v prostredi Debian GNOME
Prisnejsie obmedzenie pouzivatelskych aplikacii

Iné prace: pokusy o rozsirenie pridanim novych modulov pre
konkrétne aplikacie

Nas pristup: vdeobecnejsie kategérie, moznost prispdsobenia

Cielovy pouzivatel: security-concerned, SELinux-aware
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Bezpecnostné poziadavky

» MITRE ATT&CK Framework (Adversarial Tactics, Techniques
and Common Knowledge)

» Techniky Gtocnikov rozdelené do skupin podla acelu a cielove;j
platformy
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Bezpecnostné poziadavky

» MITRE ATT&CK Framework (Adversarial Tactics, Techniques
and Common Knowledge)

» Techniky Gtocnikov rozdelené do skupin podla acelu a cielove;j
platformy

» Taktiky: Initial Access, Persistence, Collection, Exfiltration,
Command and Control...

» Techniky (napr. pre Collection): Audio Capture, Data from
Removable Media, Screen Capture...



|dentifikacia bezpecnostnych poziadaviek

Prioritizacia taktik

» Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery
Lateral Movement
Collection
Effects

Exfiltration

VV VvV VvV VYV VYVYVY

Command and Control



|dentifikacia bezpecnostnych poziadaviek
Priklad: met6dy zaistenia perzistencie

Nazov techniky | Rel. | Poznamka

Bootkit L .

Kernel Modules and Nevyhnutné prisne obmedzenia
Extensions

-bash-profile and A0 | Mozné len ciastocné obmedzenie (kvoli
.bashsrc

legitimnemu vyuzitiu
Create Account g y )

Local Job Scheduling

Mozné len Ciasto¢né obmedzenie (vytvorenie

Web Shell . A N
servera, nie zabranenie jeho exploitacii)

Setuid and Setgid Zneuziva zranitelnosti SW

Browser Extensions
Valid Accounts

Hidden Files and Nie
Directories

Zneuzivajia legitimnu funkcionalitu

Trap Prikaz trap je zabudovany do shellu

Port Knocking
Redundant Access

Nedetegovatelné z pohladu SELinuxu
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Funkéné poziadavky

> Klasifikacia aplikacii podla funkcie
» Prvy pristup: jeden modul pre kazdi skupinu aplikacii (napr.
graficky softvér, kancelarsky softvér...)
» 22 kategorii
» Neskér: zlucenie kategérii podla bezpe€nostnych poziadaviek
» Pristup k sieti, citlivym siborom, webkamere...
> 11 kategorii
» Finalne rie3enie: 3pecialny pristup k webovym prehliadacom a
mailovym klientom
» 9 kategorii pre triedy aplikacii
» 4 kategorie pre webovy prehliadac
» 3 kategérie pre mailovy klient



Klasifikacia aplikacii

# \ Category \ Types of applications

1 Simple local apps games, simple utilities

2 File viewers image/photo galleries, PDF readers,
video/audio players

3 File editors office software, text editors, code editors,
image/photo editors, video/audio editors

4 | Trusted file viewers applications for digital signature creation and
verification, for encryption and decryption

5 | Trusted file editors password managers, keyrings

6 Device recorders audio/video recorders

7 General web browsers

8 Restricted web browsers

9 Trusted web browsers web browsers

10 | Unlimited web browsers

11 | General mail clients

12 | Restricted mail clients mail clients

13 | Trusted mail clients

14 | General network apps e-book readers, streaming applications,
downloading tools, torrent clients

15 | Teleconferencing apps messaging applications, gaming platforms




Implementacia
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Zakladna idea

» Pridanie novych modulov
» Pre jednotlivé triedy aplikacii
» Neprivilegovana predvolend doména
» Neobmedzend doména ako zaloha

» Vytvorenie privilegovanej a neprivilegovanej roly/domény

» Konfigurovatelné Casti politiky (booleans)



Upravy v referenénej politike

» Opravenie chyb v referencnej politike pre grafické prostredie
Debian

» Nefunk&éna miniméalne vo verziach Debian 7, 8, 9

» "Graphical/Desktop installs of Debian are not heavily tested
with selinux, so you might run into quite some issues."



Upravy v referenénej politike

» Definované zjednodusené rozhranie nad referenénou politikou

<

1 interface ( ‘helper network basic’,

2 corenet_all_recvfrom_unlabeled ($1)

3 corenet_all_recvfrom_netlabel ($1)

4

5 corenet_tcp_sendrecv_generic_if ($1)

6 corenet_tcp_sendrecv_generic_node ($1)
7 corenet_udp_sendrecv_generic_if ($1)

8 corenet_udp_sendrecv_generic_node ($1)
9

10 sysnet_read_config ($1)

11 allow $1 self:udp_socket create_socket_perms;
12 sysnet_dns_name_resolve ($1)

13 kernel_read_network_state ($1)

14 kernel_read_network_state_symlinks ($1)
15 networkmanager_read_pid_files ($1)

16 )



Upravy v referenénej politike
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Upravy v referenénej politike

» Jemnejsie clenenie pouzivatelskych dat
» v referencnej politike len user_home_t
» R&zne moznosti rovne pristupu

» Len konfiguracné data (*/.local/share, ~/.cache,
~/.config...)

» Pristup len na Citanie

» Pristup len k vyhradenym prieCinkom (stiahnuté stbory)

» Pristup k citlivym datam (napr. sukromné kl'ace)



Pridané moduly

» VyuZzivaji rozhranie nad referenénou politikou

» Kopiruju nasu klasifikaciu aplikacii



Pridané moduly

» VyuZzivaji rozhranie nad referenénou politikou
» Kopiruju nasu klasifikaciu aplikacii

» Definované povolené interakcie a prechody medzi pridanymi
doménami



Povolené interakcie medzi modulmi

Teleconferencing

Applications
network_with_devices

General Network

Trusted File Editors Browsers With Devices “Applications
focal_trusted_rw browser_with_devices network_general
Trusted Wep Trusted Mall Clients
browser_trusted mail trusted

General Mall Clients
mail_general

Trusted File Viewers
local_trusted_readonly

General Web
Browsers
browser_general

Local Device

File Editors
local_general

File Viewers Restricted Web Restricted Mail
Browsers Clients
focal readonly browser_restricted mail_restricted
Simple Local

local_restricted



Povolené interakcie medzi modulmi

Trusted Web
Browsers
browser_trusted

General Mail Clients.

mail_general

Restricted Web General Web
Browsers

browser_general

Browsers
browser_restricted

Restricted Mail
Glients
mail_restricted

Trusted Mail Clients
mall_trusted

Browsers With Devices
browser_with_devices

File Editors File Viewers. Trusted File Editors. Trusted File Viewers
local_general focal_readonly local_trusted_rw local_trusted_readonly




Konfigurovatelné pravidla

» Globalne flagy, nastavitelné bez prekompilovania politiky
» Umozhuja rozne Grovne kompromisov medzi bezpecnostou a
pouzitel nostou
Priklady:
» appgroups_allow_execmem
» apprgroups_exec_shell
> appgroups_network_for_default_role
> ..



Administracia a rozsirenie



Konfiguracia a pouzivanie systému

» Navody a skripty na instalaciu a prispésobenie
» Nastroje na pouzivanie politiky (oficidlne aj vlastné)

» Popis riesenia najcastejsich problémov



Rozsirenie politiky

» Dokumentécia
» Navod k nastrojom na vyvoj politiky

» Sabléna na pridanie nového modulu s inou mnozinou opravneni



Vyhodnotenie



Testovanie

P> Bezpelnost systému
» Vyhodnotenie bezpecnostnych poziadaviek podla MITRE
ATT&CK Framework
» Moznost pridania novych modulov pre dalsie obmedzenie
aplikacii
» Pouzitelnost systému
» Manualne testovanie popularnych aplikacii pre kazdy modul
» Moznost spustit aplikaciu v neobmedzenej doméne



Vyhodnotenie bezpecnosti
Priklad: obmedzenie technik na dosiahnutie perzistencie

Adversary Technique \ Prior. \ Our mitigation / Note

High | Access to raw disk is not allowed to the default

Bootkit . . .

user domain nor user application domains.
Kernel Modules High | The application domains (nor default domain)
and Extensions are not allowed to manipulate kernel modules.

Low | Application domains are not allowed to modify

-bash-profile and bash configuration files. The default user

-bashsre domain is allowed this access.

Create Low | Neither default user domain, nor application
Account domains are allowed to create user accounts.
Local Job Low | Neither default user domain, nor application
Scheduling domains are allowed to execute at and cron.

Low | Ability of running a webserver is controlled by a
global boolean flag
(appgroups_servers_for_network_general),
Web Shell and only allowed to network applications.
Default domain can also have this privilege, if
appgroups_network_for_default_role is
also enabled.




Priklad: sietové aplikacie

Vyhodnotenie pouzitel nosti

Application | Functionality | Note
calibre E-book reader The appgroups_exec_shell flag must be
enabled.
rhythmbox | Streaming No boolean flag is required.
application
filezilla The

File download-

appgroups_servers_for_network_general

generator

e —— load
transmission- /UP flag must be enabled (because of the nature of
clients

gtk the FTP protocol).

atom Code editor The appgroups_allow_execmem and
appgroups_exec_shell flags must be enabled.
It cannot be executed as a local application,
because it requires network access for
synchronization with code repositories (and
exits with error without this access).

texstudio Document Can also be executed as a local application, as

long as all the required packages are installed.




Vyhodnotenie pouzitel nosti

Priklad: webové prehliadace

Application \ Note

firefox-esr, It is necessary to disable mozilla module from reference policy.

iceweasel The appgroups_allow_execmem flag must be enabled.

konqueror The appgroups_allow_execmem flag must be enabled.

chromium It is necessary to disable mozilla module from reference policy.
The appgroups_allow_execmem flag must be enabled. It only
works with the -no-sandbox option, since the Chrome sandbox
requires severe privileges, such as chown_dac_override,
net_raw or sys_admin capabilities.

epiphany- The appgroups_allow_execmem flag must be enabled.

browser

opera Cannot be executed in our browser domains at all, since it
requires sys_admin capability.

vivaldi The appgroups_allow_execmem and appgroups_exec_shell

flags must be enabled. It only works with the -no-sandbox
option, since our modules do not allow sys_admin capability.




Namety na vylepsenie

» Vyuzitie SELinuxu ako IDS na pokrytie dalsich technik podla
ATT&CK

» Testovanie/rozsirenie politiky pre iné Linuxové distribicie
» Obmedzenie pristupu k objektom X-servera

» Dalsie obmedzenia pre neprivilegovaného, nedéveryhodného
pouzivatela

» Dalsie obmedzenia pristupu k sieti (znackovanie paketov)
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hrozieb
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Zaver

Identifikovali sme bezné scenare pouzitia pocitaca a scenare
hrozieb

Navrhli a implementovali sme rozsirenie referenénej SELinux
politiky v stlade s tymito definovanymi poziadavkami

Sfunkénili sme referenni politiku pre Debian GNOME
Poskytli sme potrebné nastroje a navody pre pouzivanie nasej
politiky

Poskytli sme potrebné nastroje a navody na jednoduché
rozsirenie naSej prace



Dakujem za pozornost.



Otazky a poznamky 1/7

Skusili ste po odovzdani prace vytvoreni implementaciu nasadit a
pouzivat v realnej prevadzke a zaznamenali ste nejaké vyznamné
obmedzenie funkénosti?



Otazky a poznamky 2/7

Aj ked by to bolo nad ramec zadania prace, mohlo by byt
zaujimavé spravit aj prehlad a porovnanie s bezpecnostnymi
modelmi a ich implementaciami pouZivanymi v inych systémoch — z
pohladu pouzivatela je napriklad Android na mobilnych
zariadeniach podobny desktopovému Linuxu a relativne silnd miera
izolacie medzi aplikaciami v iom by mohla poskytovat in3piraciu
pre politiky urcené pre desktopové aplikacie (alebo by sa mohlo
ukazat, ze takyto model na desktope nie je pouzitelny).



Otazky a poznamky 3/7

Dve Specifické katerégie (browsery a mailové klienty) si rozdelené
jemnejsie, podla arovne citlivosti dat, s ktorymi pracuja.
Pochopitelne, mierne tazkopadnou vlastnostou takéhoto rozdelenia
je, ze napriklad prechod medzi obmedzenym browserom a jeho
doéveryhodnou verziou nie je mozny “za behu” (“pohodInejsi” pristup
by ale zrejme nebolo mozné zrealizovat bez podpory v aplikacii).



Otazky a poznamky 4/7

V tabul'ke 5.2 ma mierne prekvapila hodnota “No” uvedena pri
browseroch v polozke TCP/UDP - pokial to teda nema znamenat
“vseobecné TCP/UDP; iné ako vymenované porty” (Co ale zase
moze spdsobovat problémy pri protokoloch typu QUIC resp.
HTTP/3).



Otazky a poznamky 4/7

Category/Protocols, devices | Web Mail TCP/UDP Raw Devices
Simple local applications No No No No Default
File viewers No No No No Default
File editors No No No No Default
Trusted file viewers No No No No Default
Trusted file editors No No No No Default
Device recorders No No No No Default
General web browsers Yes No No No Default
Restricted web browsers Yes No No No Default
Trusted web browsers Yes No No No Default
Unlimited web browsers Yes No No No Full

General mail clients Yes Yes No No Default
Restricted mail clients No Yes No No Default
Trusted mail clients Yes Yes No No Default
General network applications | Yes Yes Yes No  Default
Teleconferencing applications | Yes Yes Yes No Full




Otazky a poznamky 4/7

"When referring to network access, we will distinguish between
network access over specific application-layer protocols, general
network access over standard protocols, and unlimited network
access (including access to raw sockets etc)."



Otazky a poznamky 5/7

V ramci prehladu metéd riadenia pristupu nebol spomenuty
framework RSBAC (najditelny na https://www.rsbac.org/). Tento
pouziva kompletnejsiu informaciu o stave spravovanych objektov a,
na rozdiel od ostatnych, nie je zalozeny na LSM. Aké boli dévody

jeho nezahrnutia do prehladu existujacich frameworkov?



Otazky a poznamky 6/7

Klasifikacia aplikacii ako webové browsery, mailové klienty &i iné

druhy méze byt niekedy naroéna. Bolo by ju mozné zrealizovat

metédami strojového ucenia? Alebo, este vieobecnejsie: Bolo by
mozné politiky ako také tvorit metédami strojového uéenia?



Otazky a poznamky 7/7

Ked'ze SELinuxové politiky st vo vieobecnosti relativne komplexné
a tazko sa v nich orientuje, nebolo by mozné ich “nenapadne”
upravit tak, aby poskytovali de-facto zadné vratka pre (tocnika?



	Motivácia
	SELinux
	Ciele práce

	Analýza a návrh riešenia
	Bezpecnostné požiadavky
	Funkcné požiadavky

	Implementácia
	Úpravy v referencnej politike
	Vlastné moduly

	Administrácia a rozšírenie
	Inštalácia, konfigurácia, administrácia
	Rozšírenie politiky

	Vyhodnotenie

